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17. Counterterrorism: Energy [263] 

Commitment 

“We announce a plan of action to secure global critical energy infrastructure, including defining 
and ranking vulnerabilities of critical energy infrastructure sites, assessing emerging and 
potential risks of terrorist attacks, and developing best practices for effective security across 
all energy sectors within our countries.” 

 

G8 Summit Declaration on Counter-Terrorism1153 

Background 

The commitment to secure global energy infrastructure was made by the member states of the Group 
of Eight (G8) on 16 July 2006 at the 2006 G8 St. Petersburg Summit. Although this commitment deals 
with energy, it must not be confused with energy security, but must be viewed within the framework 
of counter-terrorist measures and the physical security of energy infrastructure. 

In 2006 a number of international conferences addressing the issue of counter terrorism were held in 
which a substantial proportion of G8 members participated. On 11 October 2006 Russia hosted the G8 
Seminar on Specific Proposals on Strengthening Partnerships between Governments and Businesses to 
Counter Terrorism. Subsequently, a Global Forum for Partnerships between States and Businesses to 
Counter Terrorism was held on 28-30 November 2006 in Moscow attended by all G8 members. On 30-
31 October 2006 G8 members participated in the Global Initiative to Combat Nuclear Terrorism in 
Rabat, Morocco. NATO members of the G8 also took part in the NATO Riga Summit on 30-31 October 
2006.  

Team Leader: Julia Muravska 

Assessment 

2006 Final Compliance Score 

 Lack of Compliance Work in Progress Full Compliance 

Canada   +1 

France   +1 

Germany  0  

Italy  0  

Japan  0  

Russia  0  

United Kingdom   +1 

United States   +1 

European Union   +1 

Overall   +0.56 

Canada: +1 

Canada has registered a score of +1 indicating full compliance with its commitment to secure its 
energy infrastructure against terrorist attack. Canada’s compliance has been in the areas of the 
development of best practices and in the definition and ranking of the vulnerabilities of its critical 
energy infrastructure.  

On 30-31 October 2006 Canada was a signatory of a “Statement of Principles” at the inaugural 
meeting of the Global Initiative to Combat Nuclear Terrorism in Rabat, Morocco. Canada and twelve 
other signatory nations pledged to: “improve accounting of and security on radioactive and nuclear 
materials; enhance security at civilian nuclear facilities; […] improve capabilities to search and 
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confiscate unlawfully held nuclear or radioactive substances or devices using them; leverage response, 
mitigation, and investigation capabilities in case of a terrorist attack; develop technical means to 
identify nuclear or other radioactive materials and substances that are or may be involved in a 
terrorist incident; […] and promote greater information sharing pertaining to acts of nuclear 
terrorism.”1154 

On 7 September 2006, Canadian Nuclear Safety Commission spokesman Aurele Gervais stated that 
Canadian nuclear infrastructure will be given increased security in light of increased terrorist threats 
since the September 11 attacks. Gervais’ statements were made following the August 2006 
amendments to Canada’s Nuclear Security Regulations. These amendments also call for increased 
measures for identifying local threats to nuclear facilities and ensuring uninterrupted power supply 
during an attack.1155 

Canada is also working alongside the United States to help coordinate security practices in the event 
of a terrorist attack targeting infrastructure. Speaking at the Woodrow Wilson School of International 
Affairs, Dave Mackenzie, Canada's parliamentary secretary to the Minister of Public Safety, stated that 
Canada is working with the American Department of Homeland Security and Energy to assess the 
impact on its energy infrastructure in the case of a terrorist attack. Canada has stated its commitment 
to continue working with public regulators and Canada’s private energy industry to develop best 
practices1156.  

On the issue of offshore energy infrastructure the Director of Natural Resources Canada's critical 
energy infrastructure protection division, stated that amendments will be made to Canadian 
regulations pertaining to offshore oil and gas rigs to provide better protection of infrastructure against 
potential terrorist attacks.1157.  

Canada also recently participated in the G8 Seminar on Specific Proposals on Strengthening 
Partnerships between Governments and Businesses to Counter Terrorism on 11 October 2006, and the 
Global Forum for Partnerships between States and Businesses to Counter Terrorism on 28-30 
November 2006, both held in Moscow. The G8 Seminar featured eight proposals for government-
business partnerships aimed at protecting the various aspects of critical energy infrastructure. Results 
of the G8 Seminar were subsequently presented at the Global Forum. They pledged to promote the 
establishment of “informal international government-business working groups on counter-terrorism 
partnerships in key sectors.”1158 Participants of the Forum commissioned working groups with the task 
implementation of various counterterrorism proposals with public and private sector partners. The 
Forum also called for cooperative initiatives from businesses and governments to establish measures 
protecting critical energy. The Forum and Seminar were successful in developing best practices for the 
security of the energy sector through endorsements of various government-business partnerships. 

On 29 October 2006 Canada also participated in the NATO Riga Summit. At the Summit, participant 
NATO countries rubber-stamped a policy paper identifying the most imminent risks of global terrorism 
of the next decade, most notably the proliferation of weapons of mass destruction and threats to 
energy infrastructure.1159 

On 28 March 2007, the Canadian Ambassador to the United States Michael Wilson presented a paper 
entitled “Energy Security: A North American Concern” to the Canadian Electricity Association (CEA). 
The paper focuses on American-Canadian energy issues, as well as best practices for critical 
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infrastructure protection. The paper describes American and Canadian cooperation in safeguarding the 
North American bulk electric power system1160. 

On 8 February 2007, in response to an alleged Al Qaeda website calling for terror strikes against 
Canadian oil and gas infrastructure, Public Safety and Emergency Preparedness Canada and the Royal 
Canadian Mountain Police provided public warnings, in an effort to prepare Canadians against such an 
attack. All facilities that were believed to be at risk were immediately notified. According to Public 
Safety Minister Stockwell Day: “… Canada is not immune to threats. We take this threat seriously.1161”  

Canada’s Nuclear Safety Commission (CNSC) has drafted a report stating that any newly built nuclear 
reactors must be able to withstand severe explosions, including the impact of a major jetliner1162. 
Experts believe that Canada’s current Candu reactors could not withstand the impact of any such 
explosion. The report further states that the CNSC will not license the construction of any further 
Candu reactors unless they are retrofitted with technology that would protect them from such a 
terrorist attack. 1163 

A recent report by the Canadian Department of National Defence states that Canadian oil refineries 
could be targets of terrorist attacks. For this reason, Canadian Forces are planning an exercise in the 
Northwest Territories between 16-27 April 2007 to simulate possible energy infrastructure attacks, 
and plan their responses to it1164.  

The Canadian government has announced a call to several public agencies for proposals to increase 
Canadian safety against a nuclear terrorist attacks1165. The Public Safety and Emergency Preparedness 
Canada, Atomic Energy of Canada Ltd and the Canadian Nuclear Safety Commission will have the 
opportunity to apply for a share of the $28 million grant. If awarded to the aforementioned agencies, 
grants would likely be used to research securing nuclear facilities against possible terror attacks. 

A 27 February 2007 Joint Statement by the leaders of the United States, Canada, and Mexico 
described the creation of the Security and Prosperity Partnership of North America (SPP)1166. The 
program is designed in part to focus on coordination between the three nations in the face of a 
terrorist attack on critical energy infrastructure. 

Analyst: Rasta Daei 

France: +1 

France has registered a score of +1 indicating fulll compliance with its commitment to secure critical 
energy infrastructure. France has been effective at developing best practices, defining and ranking the 
vulnerabilities of its critical infrastructure, and in promoting international cooperation on the issue. 

In light of France’s proposal to build several new nuclear reactors, the European Union (EU) issued 
approval for construction of a nuclear power plant in northern France which will employ new 
technologies to increase safety from terror attacks.1167 

On 30-31 October 2006 France was a signatory of a “Statement of Principles” at the inaugural meeting 
of the Global Initiative to Combat Nuclear Terrorism in Rabat, Morocco. France and twelve other 
signatory nations conceded to: “improve accounting of and security on radioactive and nuclear 
materials; enhance security at civilian nuclear facilities; […] improve capabilities to search and 
confiscate unlawfully held nuclear or radioactive substances or devices using them; leverage response, 
mitigation, and investigation capabilities in case of a terrorist attack; develop technical means to 
identify nuclear or other radioactive materials and substances that are or may be involved in a 
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terrorist incident; […] and promote greater information sharing pertaining to acts of nuclear 
terrorism.”1168 

France also recently participated in the G8 Seminar on Specific Proposals on Strengthening 
Partnerships between Governments and Businesses to Counter Terrorism on 11 October 2006 in 
Moscow, and the Global Forum for Partnerships between States and Businesses to Counter Terrorism 
on 28-30 November 2006 in Moscow. The G8 Seminar featured eight proposals for government-
business partnerships aimed at protecting the various aspects of critical energy infrastructure. Results 
of the G8 Seminar were subsequently presented at the Global Forum. They pledged to promote the 
establishment of “informal international government-business working groups on counter-terrorism 
partnerships in key sectors.”1169 Participants of the Forum commissioned working groups with the task  
of implementing various counterterrorism proposals with public and private sector partners. The 
Forum also called for cooperative initiatives from businesses and governments to establish measures 
protecting critical energy. The Forum and Seminar were successful in developing best practices for the 
security of the energy sector through endorsements of various government-business partnerships. 

On 29 October 2006 France also participated in the NATO Riga Summit. At the Summit, participant 
NATO countries rubber-stamped a policy paper identifying the most imminent risks of global terrorism 
of the next decade, most notably the proliferation of weapons of mass destruction and threats to 
energy infrastructure.1170 

On 26 October 2006, the European Union committed an extra EUR9 million in order to develop anti-
terror safety programs in Europe. The funds will be used in part to protect the continent’s critical 
energy infrastructure. The European Union’s commitments for 2007 so far total EUR20 million. 
According to EU Commissioner for Justice and Security Franco Frattini, the wide-reaching project 
would: “cover everything from prevention and protection to response, pursuit and prosecution.1171” 
Discussions included differentiating between European critical infrastructure and national critical 
infrastructure, a ranking system for the level of risk of an attack.  Among other countries, France 
attended the session, suggesting sharing of liquid explosive intelligence among EU countries. 

France has also taken significant steps in international cooperation in the sphere of nuclear terrorism 
prevention. It participated in the second meeting on the Global Initiative to combat nuclear terrorism 
in Ankara,1172 which aimed to promote cooperation among the key nuclear states in the area of securing 
nuclear facilities from potential attacks.  

In Köln, Germany, the European Commission, of which France is a member, hosted a meeting on 1 
February for Information and Communications Technologies and explained specific methods for 
researchers in related industries to respond to proposals made under the 2007/2008 work 
programme. The meeting included an objective titled “critical infrastructure protection” detailing 
desired outcomes and impacts for protection, as well assigning EUR20 million to the objective.1173 The 
Council of the EU has also reiterated its support for further development of CIWIN and EPCIP,1174 and 
reaffirmed the importance of infrastructure protection identified originally in the EU’s 2005 Counter 
Terrorism Strategy which clearly states that creating a programme for protection of critical 
infrastructure is among its “key priorities”1175, and that “Reducing the vulnerability across Europe of 
critical infrastructure to physical and electronic attack is essential.”1176 
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France also participated in the European Conference on Security Research, held in Berlin from 26-27 
March, which focused on the study of security, including that of infrastructure was promoted.1177  
Franco Frattini, Justice and Security Commissioner stated, "We need better protection for critical 
infrastructures in Europe. The majority… [are] private undertakings and we need to work in close 
partnership,” echoing ideas put forth during the Global Forum for Partnerships between States and 
Businesses to Counter Terrorism conducted earlier in the year.1178 He also emphasized the importance 
of Member State co-operation, the problem of solely bi-lateral solutions and the need to, “analyze the 
threats and costs and then decide which infrastructures should have priority.”1179 

Analyst: Rasta Daei 

Germany: 0 

Germany has registered a score of 0 indicating partial compliance with its St. Petersburg commitment 
to increase the security of its energy infrastructure against terrorist attack, insofar as it has begun to 
assess emerging potential risks of terrorist attacks. However, not much progress has been made in 
either defining and ranking vulnerabilities of critical energy infrastructure sites, or developing best 
practices for effective security across all energy sectors within its boundaries. In addition, much of the 
German compliance was carried out in concert with other nations, and through participation in 
international conferences. 

Germany was a signatory of a “statement of principles” at the inaugural meeting of the Global 
Initiative to Combat Nuclear Terrorism which took place on 30-31 October 2006 in Rabat, Morocco. 
Germany agreed, along with twelve other nations to: “improve accounting of and security on 
radioactive and nuclear materials; enhance security at civilian nuclear facilities; […] improve 
capabilities to search and confiscate unlawfully held nuclear or radioactive substances or devices using 
them; leverage response, mitigation, and investigation capabilities in case of a terrorist attack; 
develop technical means to identify nuclear or other radioactive materials and substances that are or 
may be involved in a terrorist incident; […] and promote greater information sharing pertaining to acts 
of nuclear terrorism.”1180 

In addition, Germany has participated in the G8-initiated Seminar on specific Proposals on 
Strengthening Partnerships between Governments and Businesses to Counter Terrorism, held on 11 
October 2006 in Moscow,  and the subsequent Global Forum for Partnerships between States and 
Businesses to Counter Terrorism, held on 28-30 November in Moscow. The Seminar featured eight 
proposals for government-business partnerships aimed at protecting the various aspects of critical 
energy infrastructure. The results of the Seminar were presented at the Global Forum, which pledged 
to promote the establishment of “informal international government-business working groups on 
counter-terrorism partnerships in key sectors.” The Forum charged the working groups with working 
towards the implementation of the proposals and projects of cooperation between the government and 
businesses. Furthermore, the Forum called for the protection of all critical energy infrastructure and 
for intensive government-business cooperation toward that end. However, even though the Forum 
discussions stated that the energy sector is vulnerable to terrorist attack, the results of the Forum and 
the Seminar lack specificity and concrete data in ranking and defining the vulnerabilities of energy 
infrastructure, as well as assessing potential risks of terrorist attack. The Forum and Seminar did, 
nevertheless, develop best practices for security of the energy sector— by endorsing an array of 
government-business partnerships. 

As a member of the European Union, Germany has been involved in the European Programme for 
Critical Infrastructure Protection. (EPCIP). First proposed in 2005, EPCIP has developed over the past 
two years as important legislation protecting critical infrastructure. EPCIP ranks energy infrastructure 
first in its definition of European critical infrastructure needing protection,1181 lists specific 
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vulnerabilities and suggests best practices, that could be adapted after all concerned parties are 
consulted (member states, businesses, industry associations etc.)1182. Partially implemented in 2006, 
the European Commission laid out specific “principles, processes and instruments” to operate EPCIP in 
the future in December 2006.1183 The EPCIP programme grants money to businesses, member states 
and others responsible for critical infrastructure.1184  Funding for the trial programme has been 
incorporated into the general EU budget, and financial planning for EPCIP has been extended for 2007-
2013 in the EU programme, Prevention, Preparedness and Consequence Management of Terrorism 
and other Security Related Risks.1185 The EU has already allotted EUR137.4 million for the 2007-2013 
periods.1186 

Germany was also present at NATO’s Riga Summit, which took place on 29 October 2006, where the 
member countries rubber-stamped a new policy paper identifying global terrorism, the spread of 
weapons of mass destruction and threats to energy infrastructure as among the main risks the alliance 
must address over the next decade.1187 

Germany has also taken significant steps in international cooperation in the sphere of nuclear 
terrorism prevention. It participated in the second meeting on the Global Initiative to combat nuclear 
terrorism in Ankara,1188 which aimed to promote cooperation among the key nuclear states in the area 
of securing nuclear facilities from potential attacks.  

In the CORDIS Seventh Research Framework Programme, the EU has stated it will be funding 
research with emphasis on “protection against crime and terrorism,” as well as specifically “increasing 
the security of infrastructures and utilities,” further naming energy as one of them. The Programme 
has reserved EUR1.4 billion for this purpose. 1189. 

Speaking for the federal Ministry of Education and Research, Minister Anette Schavan reiterated that 
“security and liberty go hand in hand” at the European Conference on Security Research in Berlin. The 
conference was held as part of Germany’s EU presidency. They focused on our society’s “dense 
infrastructure networks for… energy” and the vital importance of keeping them going.1190  

In Köln, Germany, the European Commission, of which Germany is a member, hosted a meeting on 1 
February for Information and Communications Technologies and explained specific methods for 
researchers in related industries to respond to proposals made under the 2007/2008 work 
programme. The meeting included an objective titled “critical infrastructure protection” detailing 
desired outcomes and impacts for protection, as well assigning funds (20 million €).1191 The Council of 
the EU has also reiterated its support for further development of CIWIN and EPCIP,1192 and reaffirmed 
the importance of infrastructure protection identified originally in the EU’s 2005 Counter Terrorism 
Strategy which clearly states that creating a programme for protection of critical infrastructure is 
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among the “key priorities”1193 for the component of protect, and that “Reducing the vulnerability across 
Europe of critical infrastructure to physical and electronic attack is essential.”1194 

Germany also participated in the European Conference on Security Research, held in Berlin from 26-27 
March, which focused on the study of security, including that of infrastructure was promoted.1195  
Franco Frattini, Justice and Security Commissioner stated, "We need better protection for critical 
infrastructures in Europe. The majority… [are]…private undertakings and we need to work in close 
partnership,” echoing ideas put forth during the Global Forum for Partnerships between States and 
Businesses to Counter Terrorism conducted earlier in the year.1196 He also emphasized the importance 
of Member State co-operation, the problem of solely bi-lateral solutions and the need to, “analyze the 
threats and costs and then decide which infrastructures should have priority.”1197 

Analyst: Daniela Scur and Arina Shadrikova 

Italy: 0 

Italy has registered a score of 0 indicating partial compliance with its St. Petersburg commitment to 
secure its energy infrastructure against terrorist attack.  Italy’s activities have been centred primarily 
on participation in international initiatives.  

On 31 October 2006, Italy was a signatory to a “Statement of Principles” at the inaugural meeting of 
the Global Initiative to Combat Nuclear Terrorism in Rabat, Morocco. Italy agreed, along with twelve 
other nations to: “improve accounting of and security on radioactive and nuclear materials; enhance 
security at civilian nuclear facilities; […] improve capabilities to search and confiscate unlawfully held 
nuclear or radioactive substances or devices using them; leverage response, mitigation, and 
investigation capabilities in case of a terrorist attack; develop technical means to identify nuclear or 
other radioactive materials and substances that are or may be involved in a terrorist incident; […] and 
promote greater information sharing pertaining to acts of nuclear terrorism.”1198 

In addition, Italy has participated in the G8-initiated Seminar on specific Proposals on Strengthening 
Partnerships between Governments and Businesses to Counter Terrorism, held on 11 October 2006 in 
Moscow,  and the subsequent Global Forum for Partnerships between States and Businesses to 
Counter Terrorism, held on 28-30 November in Moscow. The Seminar featured eight proposals for 
government-business partnerships aimed at protecting the various aspects of critical energy 
infrastructure. The results of the Seminar were presented at the Global Forum, which pledged to 
promote the establishment of “informal international government-business working groups on 
counter-terrorism partnerships in key sectors.” The Forum charged the working groups with working 
towards the implementation of the proposals an projects of cooperation between the government and 
businesses. Furthermore, the Forum called for a protection of all critical energy infrastructure and for 
intensive government-business cooperation to that end. However, even though the Forum discussions 
stated that the energy sector is vulnerable to terrorist attack, the results of the Forum and the 
Seminar lack specificity and concrete data in ranking and defining the vulnerabilities of energy 
infrastructure, as well as assessing potential risks of terrorist attack. The Forum and Seminar did, 
nevertheless, develop best practices for security of the energy sector by endorsing an array of 
government-business partnerships. 

As a member of the European Union, Italy has been involved in the European Programme for Critical 
Infrastructure Protection. (EPCIP). First proposed in 2005, EPCIP has developed over the past two 
years as important legislation protecting critical infrastructure. EPCIP ranks energy infrastructure first 
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in its definition of European critical infrastructure needing protection,1199 lists specific vulnerabilities 
and suggests best practices, that could be adapted after all concerned parties are consulted (member 
states, businesses, industry associations etc.)1200. Partially implemented in 2006, the European 
Commission laid out specific “principles, processes and instruments” to operate EPCIP in the future in 
December 2006.1201 The EPCIP programme grants money to businesses, member states and others 
responsible for critical infrastructure.1202  Funding for the trial programme has been incorporated into 
the general EU budget, and financial planning for EPCIP has been extended for 2007-2013 in the EU 
programme, Prevention, Preparedness and Consequence Management of Terrorism and other Security 
Related Risks.1203 The EU has already allotted €137.4 million for the 2007-2013 periods.1204 

Italy was also present at NATO’s Riga Summit, which took place on 29 October 2006, where the 
member countries rubber-stamped a new policy paper identifying global terrorism, the spread of 
weapons of mass destruction and threats to energy infrastructure as among the main risks the alliance 
must address over the next decade.1205  

As a member of the EU, Italy has allocated funds for energy security research. In the CORDIS Seventh 
Research Framework Programme, the EU has stated that it will be funding research with emphasis on 
“protection against crime and terrorism,” as well as specifically “increasing the security of 
infrastructures and utilities,” further naming energy as one of them. They have reserved EUR1.4 
billion for this purpose. 1206  

Furthermore, Italy has identified key vulnerabilities for potential terrorist attacks. The European 
Commissioner for Justice Freedom and Security, Italian Franco Frattini, reiterated during the two day 
European Security Research Conference in March 2007 the “borderless nature” of terrorism, and the 
need for cooperation. Here he defined as key vulnerabilities the need for “joint surveillance capability 
for maritime and coastal authorities” and information sharing.1207 During this same conference, Frattini 
observed that a large portion of the critical infrastructure in Europe is privately owned, and that 
governments need to work in close partnership with them.1208  

Italy has also taken significant steps in international cooperation in the sphere of nuclear terrorism 
prevention. It participated in the second meeting on the Global Initiative to combat nuclear terrorism 
in Ankara,1209 which aimed to promote cooperation among the key nuclear states in the area of securing 
nuclear facilities from potential attacks.  

In Köln, Germany, the European Commission, of which Italy is a member, hosted a meeting on 1 
February for Information and Communications Technologies and explained specific methods for 
researchers in related industries to respond to proposals made under the 2007/2008 work 
programme. The meeting included an objective titled “critical infrastructure protection” detailing 
desired outcomes and impacts for protection, as well assigning funds (20 million €).1210 The Council of 
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the EU has also reiterated its support for further development of CIWIN and EPCIP,1211 and reaffirmed 
the importance of infrastructure protection identified originally in the EU’s 2005 Counter Terrorism 
Strategy which clearly states that creating a programme for protection of critical infrastructure is 
among its “key priorities”1212, and that “Reducing the vulnerability across Europe of critical 
infrastructure to physical and electronic attack is essential.”1213 

Analyst: Daniela Scur 

Japan: 0 

Japan has registered a score of 0 indicating partial compliance with its commitment to develop a plan 
of action for securing global critical energy infrastructure. The score is based on Japan’s participation 
in international counterterrorism conferences and recent efforts to assess emerging potential risks of 
terrorist attacks. However, not much progress has been made in either defining and ranking 
vulnerabilities of critical energy infrastructure sites, or developing best practices for effective security 
across all energy sectors within its boundaries. 

On 8-9 November 2006, the Japanese Ministry of Foreign Affairs in partnership with the International 
Atomic Energy Agency (IAEA) organised and chaired the Seminar on Strengthening Nuclear Security in 
Asian Countries. The conference recognised the usefulness of the International Convention for the 
Suppression of Acts of Nuclear Terrorism in ensuring nuclear security.1214  

Japan also took part as a signatory of the “Statement of Principles” at the inaugural meeting of the 
Global Initiative to Combat Nuclear Terrorism in Rabat, Morocco on 30-31 October 2006. Japan and 
twelve other signatory nations committed to: “improve accounting of and security on radioactive and 
nuclear materials; enhance security at civilian nuclear facilities; […] improve capabilities to search and 
confiscate unlawfully held nuclear or radioactive substances or devices using them; leverage response, 
mitigation, and investigation capabilities in case of a terrorist attack; develop technical means to 
identify nuclear or other radioactive materials and substances that are or may be involved in a 
terrorist incident; […] and promote greater information sharing pertaining to acts of nuclear 
terrorism.”1215 

Japan, as a member of Asia-Pacific Economic Cooperation (APEC), was party to the Ha Noi 
Declaration, the result of the 14th APEC Economic Leaders’ Meeting in Hanoi, Vietnam on 18-19 
November 2006. This declaration urges members “to enhance emergency preparedness and to better 
protect critical energy infrastructure.”1216 

Japan participated in the G8 Seminar on Specific Proposals on Strengthening Partnerships between 
Governments and Businesses to Counter Terrorism on 11 October 2006 in Moscow, and the Global 
Forum for Partnerships between States and Businesses to Counter Terrorism on 28-30 November 
2006 in Moscow. The G8 Seminar featured eight proposals for government-business partnerships 
aimed at protecting the various aspects of critical energy infrastructure. Results of the G8 Seminar 
were subsequently presented at the Global Forum. They pledged to promote the establishment of 
“informal international government-business working groups on counter-terrorism partnerships in key 
sectors.”1217 Participants of the Forum commissioned working groups with the task implementation of 
various counterterrorism proposals with public and private sector partners. The Forum also called for 
cooperative initiatives from businesses and governments to establish measures protecting critical 
energy. The Forum and Seminar were successful in developing best practices for the security of the 
energy sector through endorsements of various government-business partnerships. 
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On 29 November 2006, Japan’s Ambassador in charge of International Counter-Terrorism Cooperation, 
H.E. Mr. Akio Suda, remarked on the importance of public/private sector co-operation at the Global 
Forum for Partnerships between Government and Businesses to Counter Terrorism.  He emphasised 
the necessity of “information sharing on crimes and terrorism” and “operational coordination” in the 
event of an “emergency situation.” Mr. Suda also noted the strides being made by the private sector 
in securing “critical infrastructure, such as nuclear and other power plants, electricity, gas, and oil 
related facilities.” 1218 

A 16 December 2006 meeting of Energy Ministers from China, India, the Republic of Korea, the United 
States, and Japan, issued a joint statement to “enhance global energy security” through “safeguarding 
critical energy infrastructure and sea route security for transportation of oil and gas.”1219 

Finally, from 12-13 February 2007, the Global Initiative to Combat Nuclear Terrorism, of which Japan 
is part, met for a second time in Ankara, Turkey.  The Initiative seeks to “deprive terrorists of the 
ability to attack nuclear facilities” and encourages “broader engagement of the private sector.”1220  
The Initiative released a statement that included a commitment to “strengthen material accounting, 
control, and physical protection” and to “enhance civilian nuclear facility security.”  The Initiative is 
scheduled to meet again in June 2007 in Kazakhstan.1221 
Analyst: Gabe De Roche 

Russia: 0 

Russia demonstrated partial compliance with its commitment to protect the security of critical energy 
infrastructure by participating in international counter-terrorism conferences and assessing the 
security vulnerabilities of nuclear industry. However, limited progress was made on assessing the 
emerging and potential risks of terrorist attacks and developing best practices for effective security 
across all energy sectors within its boundaries. 

In September, 2006 Russian Federation ratified the Council of Europe’s Convention on preventing 
terrorism and protocol on amendments to the European Charter on preventing terrorism1222.  

According to the minister of foreign affairs of the Russian Federation Sergey Lavrov statement, “the 
agenda of energy security is the priority in dialogue on energy that we conduct with EU and other 
bilateral and multilateral partners1223”. 

Russia has been one of the driving forces behind the international Seminar on Specific Proposals on 
Strengthening Partnerships between Governments and Businesses to Counter Terrorism, which was 
conceived at the G8 Summit and took place on 11 October 2006 in Moscow. This seminar was 
specifically a G8 initiative, intended to bring about business-government cooperation between and 
within the member states.1224 Eight of the twenty presented proposals by business and scientific 
community leaders were concerned with the security of energy infrastructure. 

The results of the Seminar were presented at the Global Forum for Partnerships between States and 
Businesses to Counter Terrorism hosted in Moscow on 28-30 November 2006. The Forum, with 
significant Russian governmental participation and leadership, pledged to promote the establishment 
of “informal international government-business working groups on counter-terrorism partnerships in 
key sectors.”1225 Participants of the Forum commissioned working groups with the task of implementing 
various counterterrorism proposals with public and private sector partners. The Forum also called for 
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cooperative initiatives from businesses and governments that establish measures protecting critical 
energy. The Forum and Seminar were successful in developing best practices for the security of the 
energy sector through endorsements of various government-business partnerships. 

On 30-31 October 2006 Russia became a signatory of the “Statement of Principles” at the inaugural 
meeting of the Global Initiative to Combat Nuclear Terrorism in Rabat, Morocco. Russia and twelve 
other signatory nations pledged to: “improve accounting of and security on radioactive and nuclear 
materials; enhance security at civilian nuclear facilities; […] improve capabilities to search and 
confiscate unlawfully held nuclear or radioactive substances or devices using them; leverage response, 
mitigation, and investigation capabilities in case of a terrorist attack; develop technical means to 
identify nuclear or other radioactive materials and substances that are or may be involved in a 
terrorist incident; […] and promote greater information sharing pertaining to acts of nuclear 
terrorism.”1226 

On 12 January 2007 U.S. Department of Energy (DOE) Secretary Samuel Bodman and Russian Federal 
Atomic Energy Agency Director Sergey Kiriyenko have submitted to Presidents Bush and Putin the 
fourth report of the Senior Interagency Working Group on implementation of the February 2005 
Bratislava Checklist. The report contains data pertaining to the US-Russian cooperation in the sphere 
of security of nuclear energy sector, in particular the physical security of fissile material1227. 

On 9-11 February 2007 Russia participated in the 43rd Security Conference in Munich the central topics 
of which were terrorism and energy security.1228 

On 12-13 February 2007 Russia took part in the second meeting on the Global Initiative to combat 
nuclear terrorism in Ankara. The aim of the meeting was to adopt a plan to implement the statement 
of principles agreed upon by these nations at an October 2006 meeting in Rabat. Participants agreed 
to meet again in Kazakhstan in June 2007 to review the progress of Global Initiative activities, take 
specific steps to address gaps in implementation and agreed on the 2007-2008 Action Plan.1229 

As for the promotion of international conventions on counter-terrorism, Russia as the G8 presiding 
country “vigorously calls on other countries for signing international documents on fighting the 
terrorism, especially actual UN International Convention on Combating Nuclear Terrorists` Acts”, as 
Russian State Duma Speaker Mr. Gryzlov said1230. 

 Analysts: Yulay Sultanov and Sarah Koerner 

United Kingdom: +1  

The United Kingdom (UK) has registered a score of +1 indicating full compliance with its commitment 
to develop a plan of action to secure energy infrastructure. This score resulted, in part, from the UK’s 
formation of a separate institution, the Centre for the Protection of National Infrastructure (CPNI) to 
deal specifically with securing energy infrastructure from potential terrorist attack. In addition, this 
score stems from the UK’s participation in several international conferences on the subject. 

 The Security Office of the United Kingdom has long assessed the domestic energy sector as one of 
the targets for international terrorism, placing it within the context of Osama bin Laden’s threat to 
attack economic interests. 1231  

Since 1 August 2006, the Security Service and the Home Office have made the government’s counter-
terrorism strategy as well as the system of national threat levels—which asses the level of the current 
threat from terrorist attack—available to the public. The levels “are a tool for security practitioners 
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working across different sectors of” Critical National Infrastructure (CNI), which includes the energy 
sector. This availability of information about the threat to CNI demonstrates the UK government’s 
assessment and definition of potential threat to the energy sector from terrorist attack.1232  

As a member of the European Commission, the UK has been a party to the adoption of the 
Communication on a European Programme for Critical Infrastructure Protection (EPCIP), as well as a 
proposal for a Directive on the identification and designation of European Critical Infrastructure on 12 
December 2006.1233 This constitutes the protection of the European critical infrastructure, including 
the energy sector, from terrorism and other disruptions, and is defined as “critical infrastructure that, 
if disrupted or destroyed, would significantly affect two or more Member States or a single Member 
State if the critical infrastructure is located in another Member State”1234 and the UK has expressed its 
readiness to contribute “fully” to the initiative where community involvement is justified.1235 

In addition, the UK has participated in the G8-initiated Seminar on specific Proposals on Strengthening 
Partnerships between Governments and Businesses to Counter Terrorism, held on 11 October 2006 in 
Moscow,  and the subsequent Global Forum for Partnerships between States and Businesses to 
Counter Terrorism, held on 28-30 November in Moscow. The Seminar featured eight proposals for 
government-business partnerships aimed at protecting the various aspects of critical energy 
infrastructure. The results of the Seminar were presented at the Global Forum, which pledged to 
promote the establishment of “informal international government-business working groups on 
counter-terrorism partnerships in key sectors.” The Forum charged the working groups with working 
towards the implementation of the proposals and projects of cooperation between the government and 
businesses. Furthermore, the Forum called for a protection of all critical energy infrastructure and for 
intensive government-business cooperation to that end. However, even though the Forum discussions 
stated that the energy sector is vulnerable to terrorist attack, the results of the Forum and the 
Seminar lack specificity and concrete data in ranking and defining the vulnerabilities of energy 
infrastructure, as well as assessing potential risks of terrorist attack. The Forum and Seminar did, 
nevertheless, develop best practices for security of the energy sector— by endorsing an array of 
government-business partnerships.  

The UK was a signatory of a “statement of principles” at the inaugural meeting of the Global Initiative 
to Combat Nuclear Terrorism which took place on 30-31 October 2006 in Rabat, Morocco. Germany 
agreed, along with twelve other nations to: “improve accounting of and security on radioactive and 
nuclear materials; enhance security at civilian nuclear facilities; […] improve capabilities to search and 
confiscate unlawfully held nuclear or radioactive substances or devices using them; leverage response, 
mitigation, and investigation capabilities in case of a terrorist attack; develop technical means to 
identify nuclear or other radioactive materials and substances that are or may be involved in a 
terrorist incident; […] and promote greater information sharing pertaining to acts of nuclear 
terrorism.”1236  

In addition, the UK participated in the second meeting on the Global Initiative to combat nuclear 
terrorism in Ankara,1237 which aimed to promote cooperation among the key nuclear states in the area 
of securing nuclear facilities from potential attacks.  

The UK was also present at NATO’s Riga Summit, which took place on 29 October 2006, where the 
member countries rubber-stamped a new policy paper identifying global terrorism, the spread of 
weapons of mass destruction and threats to energy infrastructure as among the main risks the alliance 
must address over the next decade.1238 
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In Köln, Germany, the European Commission, of which the UK is a member, hosted a meeting on 1 
February for Information and Communications Technologies and explained specific methods for 
researchers in related industries to respond to proposals made under the 2007/2008 work 
programme. The meeting included an objective titled “critical infrastructure protection” detailing 
desired outcomes and impacts for protection, as well assigning funds (20 million €).1239 The Council of 
the EU has also reiterated its support for further development of CIWIN and EPCIP,1240 and reaffirmed 
the importance of infrastructure protection identified originally in the EU’s 2005 Counter Terrorism 
Strategy which clearly states that creating a programme for protection of critical infrastructure is 
among the “key priorities”1241 for the component of protect, and that “Reducing the vulnerability across 
Europe of critical infrastructure to physical and electronic attack is essential.”1242 

Notably, the UK government set up the Centre for Protection of National Infrastructure (CPNI) in the 
beginning of February 2007. CPNI was the result of merging the National Security Advice Centre 
(NSAC) and the National Infrastructure Security Co-ordination Centre (NISCC). The sole task of CPNI 
is providing advice to relevant businesses and organizations on how to protect their assets—which 
comprise the UK’s national infrastructure and include energy infrastructure— from potential terrorist 
attack.1243  

The UK participated in the European Conference on Security Research, held in Berlin from 26-27 
March, where study of security, including that of infrastructure was promoted.1244  Franco Frattini, 
Justice and Security Commissioner stated, "We need better protection for critical infrastructures in 
Europe. The majority… [are]…private undertakings and we need to work in close partnership,” echoing 
ideas put forth during the Global Forum for Partnerships between States and Businesses to Counter 
Terrorism conducted earlier in the year.1245 He also emphasized the importance of Member State co-
operation, the problem of solely bi-lateral solutions and the need to, “analyze the threats and costs 
and then decide which infrastructures should have priority.”1246 

Analyst: Julia Muravska 

United States: +1 

The United States has registered a score of +1, indicating full compliance with its commitment to 
develop a plan of action to secure global energy infrastructure from terrorism. The United States 
achieved this primarily through its organisation of or participation in various international conferences 
and declarations on the subject of the protection of critical energy infrastructure from terrorist attacks. 
Furthermore, the United States has made strides in developing a system of best practices to be 
applied across all sectors (including the promotion of public/private partnerships). 

In an 18 July 2006 speech immediately following the 2006 St. Petersburg Summit, Under-Secretary 
for Arms Control and International Security Robert G. Joseph elaborated on the newly created Global 
Initiative to Combat Nuclear Terrorism, of which the U.S. is a co-sponsor. He specifically mentioned 
“protecting [nuclear] materials at the source,”1247 addressing and identifying the particular vulnerability 
of nuclear energy facilities. Furthermore, the U.S. co-sponsored the Global Initiative to Combat 
Nuclear Terrorism on 30-31 October 2006 in Rabat, Morocco, to “provide guidelines for keeping track 
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of nuclear substances, ensuring the safety of nuclear facilities, and combating trafficking that could 
deliver nuclear materials into the hands of terrorists.”1248 The initiative is concerned with developing 
best practices for the protection of the nuclear energy sector, but not other energy sectors. 
Additionally, by 27 October 2006, the United States had helped Russia secure fifty of its naval nuclear 
sites from the threat of terrorist attack.1249 Although this was done in the context of preventing nuclear 
proliferation, the result of the undertaking was to protect nuclear energy infrastructure. 

The United States also recently participated in the G8 Seminar on Specific Proposals on Strengthening 
Partnerships between Governments and Businesses to Counter Terrorism on 11 October 2006 in 
Moscow, and the Global Forum for Partnerships between States and Businesses to Counter Terrorism 
on 28-30 November 2006 in Moscow. The G8 Seminar featured eight proposals for government-
business partnerships aimed at protecting the various aspects of critical energy infrastructure. Results 
of the G8 Seminar were subsequently presented at the Global Forum. They pledged to promote the 
establishment of “informal international government-business working groups on counter-terrorism 
partnerships in key sectors.”1250 Participants of the Forum commissioned working groups with the task 
implementation of various counterterrorism proposals with public and private sector partners. The 
Forum also called for cooperative initiatives from businesses and governments to establish measures 
protecting critical energy. The Forum and Seminar were successful in developing best practices for 
security of the energy sector through endorsements of various government-business partnerships. 

On 29 October 2006 the United States also took part in the NATO Riga Summit. At the Summit, 
participant NATO countries produced a policy paper identifying the most imminent risks of global 
terrorism of the next decade, most notably the proliferation of weapons of mass destruction and 
threats to energy infrastructure.1251  

The U.S., as a member of Asia-Pacific Economic Cooperation (APEC), was also party to the Ha Noi 
Declaration, which resulted from the 14th APEC Economic Leaders’ Meeting in Hanoi on 18-19 
November 2006. This declaration urges members “to enhance emergency preparedness and to better 
protect critical energy infrastructure,”1252 using language that closely resembles the G8 commitment. 

At a meeting of Energy Ministers on 16 December 2006 including the United States, China, India, 
Japan, and the Republic of Korea, delegates called on “all countries of the international community to 
enhance global energy security” through “safeguarding critical energy infrastructure and sea route 
security for transportation of oil and gas.”1253 On 23 January 2007, Andrew Grant, the Deputy Director 
of the Office of Weapons of Mass Destruction Terrorism, delivered an address in Crystal City, Virginia, 
in which he emphasized the importance of developing Best Practices and Information Sharing between 
the public and private sectors in order to secure the “maritime supply chain” against terrorist attack.1254    

Also on 23 January 2007, President Bush announced plans to “double the current capacity of the 
Strategic Petroleum Reserve to 1.5 billion barrels by 2027” as an “insurance policy” in the event of a 
“terrorist attack on the energy supply chain.”1255 In a 7 February 2007 appearance before the House of 
Representatives Subcommittee on Homeland Security, Committee on Appropriations, US Secretary of 
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Homeland Security Michael Chertoff named his department’s five priorities, 1256 of which the third was 
the protection of critical infrastructure, including “energy (electrical, nuclear, gas and oil, dams).”1257 

From 12-13 February 2007, the Global Initiative to Combat Nuclear Terrorism, of which the United 
States is part, met for a second time in Ankara, Turkey.  The Initiative seeks to “deprive terrorists of 
the ability to attack nuclear facilities” and encourages “broader engagement of the private sector.”1258  
The Initiative released a statement that included a commitment to “strengthen material accounting, 
control, and physical protection” and to “enhance civilian nuclear facility security.”  The Initiative is 
scheduled to meet again in June 2007 in Kazakhstan.1259   

On 23 April 2007, US Secretary of Homeland Security Michael Chertoff reiterated the protection of 
critical infrastructure as one of five priorities of his department.  He emphasised public/private 
partnerships and remarked that as regards critical infrastructure, emergency preparedness means 
“acquiring the right tools, planning what you would do to deal with an exigency, and then training and 
exercising against it.”  He also mentioned a system of best practices that includes “background checks 
on truck drivers who carry hazardous material, [and] new credentialing requirements for workers with 
access to sensitive transportation facilities.”1260 

Analyst: Gabe DeRoche 

The European Union: +1 

The EU has registered a score of +1 indicating full compliance with its commitment to protect global 
energy infrastructure from terrorist attack. A 2005 Green Paper titled the European Programme for the 
Protection of Critical Infrastructure Protection (EPCIP) recently developed into important legislation 
protecting critical infrastructure. EPCIP ranks energy infrastructure first in its definition of critical 
infrastructure requiring protection,1261 lists specific vulnerabilities, and suggests best practices to be 
adapted once all concerned parties are consulted (member states, businesses, industry associations, 
etc.)1262. While partially implemented in 2006, the European Commission laid out specific "principles, 
processes and instruments" in December 2006 for future EPCIP operation.1263 The EPCIP programme 
grants money to businesses, member states and others responsible for critical infrastructure.1264 
Funding for the work programme is included in the general EU budget, and financial planning for 
EPCIP has been extended for 2007-2013 in the EU programme: Prevention, Preparedness and 
Consequence Management of Terrorism and other Security Related Risks.1265 The EU has already 
allocated EUR137.4 million for the 2007-2013 period.1266  

In November 2005 the EU also issued a Green Paper on the Critical Infrastructure Warning 
Information Network (CIWIN), which engages specialists from different member states in assessing 
EU-wide threats and risks.1267  Both the ECPIP and the CIWIN are further codified by a 12 December 
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2006 communication from the EC specifying "the principles, processes and instruments proposed to 
implement EPCIP," and including the precise role that CIWIN will play along with EPCIP.  

The EC also participated in the G8 Seminar on Specific Proposals on Strengthening Partnerships 
between Governments and Businesses to Counter Terrorism on 11 October 2006 in Moscow, and the 
Global Forum for Partnerships between States and Businesses to Counter Terrorism on 28-30 
November 2006 in Moscow. The G8 Seminar featured eight proposals for government business 
partnerships aimed at protecting the various aspects of critical energy infrastructure. Results of the G8 
Seminar were subsequently presented at the Global Forum. They pledged to promote the 
establishment of "informal international government-business working groups on counter-terrorism 
partnerships in key sectors."1268 Participants in the Forum commissioned working groups with the task 
of implementating the various counterterrorism proposals with public and private sector partners. The 
Forum also called for cooperative initiatives from businesses and governments to establish measures 
protecting critical energy. The Forum and Seminar were successful in developing best practices for 
security of the energy sector through endorsements of various government-business partnerships. 
Since appropriating funds in December 2006, the EU has maintained an active role in promoting and 
improving protection of critical infrastructure.  

In Köln, Germany, the European Commission hosted a meeting on 1 February for Information and 
Communications Technologies and explained specific methods for researchers in related industries to 
respond to proposals made under the 2007/2008 work programme. The meeting included an objective 
titled “critical infrastructure protection” detailing desired outcomes and impacts for protection, as well 
assigning EUR20 million to the objective.1269 The Council of the EU has also reiterated its support for 
further development of CIWIN and EPCIP,1270 and reaffirmed the importance of infrastructure protection 
identified originally in the EU’s 2005 Counter Terrorism Strategy which clearly states that creating a 
programme for protection of critical infrastructure is among its “key priorities”1271, and that “[r]educing 
the vulnerability across Europe of critical infrastructure to physical and electronic attack is 
essential.”1272 

At the European Conference on Security Research, held in Berlin from 26-27 March, study of security, 
including that of infrastructure was promoted.1273  Franco Frattini, Justice and Security Commissioner 
stated, "We need better protection for critical infrastructures in Europe. The majority… [are]…private 
undertakings and we need to work in close partnership,” echoing ideas put forth during the Global 
Forum for Partnerships between States and Businesses to Counter Terrorism conducted earlier in the 
year.1274 He also emphasized the importance of Member State co-operation, the problem of solely bi-
lateral solutions and the need to, “analyze the threats and costs and then decide which infrastructures 
should have priority.”1275 

Analyst: Sarah Koerner 
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