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“We have meanwhile set up a process and there are also independent institutions monitoring which 
objectives of our G7 meetings we actually achieve. When it comes to these goals we have a compliance rate 
of about 80%, according to the University of Toronto. Germany, with its 87%, comes off pretty well. That 
means that next year too, under the Japanese G7 presidency, we are going to check where we stand in 
comparison to what we have discussed with each other now. So a lot of what we have resolved to do here 
together is something that we are going to have to work very hard at over the next few months. But I think 
that it has become apparent that we, as the G7, want to assume responsibility far beyond the prosperity in our 
own countries. That’s why today’s outreach meetings, that is the meetings with our guests, were also of great 
importance.” 

Chancellor Angela Merkel, Schloss Elmau, 8 June 2015 

G7 summits are a moment for people to judge whether aspirational intent is met by concrete commitments. 
The G7 Research Group provides a report card on the implementation of G7 and G20 commitments. It is a 
good moment for the public to interact with leaders and say, you took a leadership position on these issues 
— a year later, or three years later, what have you accomplished? 

Achim Steiner, Administrator, United Nations Development Programme,  
in G7 Canada: The 2018 Charlevoix Summit 
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19. Digital Economy: Open Internet 
“We commit to preserve an open, interoperable, reliable and secure internet, one that is unfragmented, 
supports freedom, innovation and trust which empowers people.” 

Carbis Bay G7 Summit Communiqué 

Assessment 
 No Compliance Partial Compliance Full Compliance 
Canada   +1 
France  0  
Germany   +1 
Italy  0  
Japan   +1 
United Kingdom   +1 
United States   +1 
European Union   +1 
Average  +0.75 (88%)  

Background 
The introduction of the digital sphere into the G7 agenda has been a fairly recent phenomenon. As the digital 
economy became increasingly relevant to actors’ ability to govern, its addition to the agenda became 
imperative — particularly concerning open and secure internet.3707 Though the 2021 Cornwall Summit marks 
the first commitment regarding open internet, the digital economy was first introduced as an issue area in 
2000.3708 The increasing divergence of digital models predicates the existence of a more complex commitment 
that acknowledges the interaction between economic opportunity, security, ethics, and human rights, as well 
as the balance between the role of the state, businesses, and individuals. The focus on the digital economy 
and open internet thus serves to address the regulatory frameworks and relevant stakeholders to ensure a 
productive and resilient economy in the current data-driven age.3709 

At the 2000 Okinawa Summit, the Okinawa Charter on Global Information Society marked the first attempt 
to understand Information and Communication Technologies (ICT) by recognizing the need for universal 
and affordable internet access for all.3710 The commitment to bridging the “digital divide” became the primary 
goal and spurred the creation of the Digital Opportunities Task Force (DOT), which aimed to increase access 
and connectivity to the internet.3711 

At the 2011 Deauville Summit, the interactions between proper digital infrastructure and economy were 
highlighted as G8 leaders aimed to seize emerging opportunities in cloud computing, social networking, and 
citizen publications.3712 The G8 leaders recognized the potential challenges involving interoperability and 
convergence on public policies concerning personal data, net neutrality, and ICT security. 

 

3707 OECD Council Recommendation on Principles for Internet Policy Making, Organisation for Economic Co-operation and 

Development (Paris) 13 December 2011. Access Date: 26 October 2021. https://www.oecd.org/sti/ieconomy/49258588.pdf 
3708 Okinawa Charter on Global Information Society, G8 Information Centre (Toronto) 22 July 2000. Access Date: 26 October 2021 
3709 Carbis Bay G7 Summit Communiqué, G7 Information Centre (Toronto) 13 June 2021. Access Date: 22 September 2021. 

http://www.g7.utoronto.ca/summit/2000okinawa/gis.htm http://www.g7.utoronto.ca/summit/2021cornwall/210613-communique.html 
3710 Okinawa Charter on Global Information Society, G8 Information Centre (Toronto), 22 July 2000. Access Date: 24 September 

2021. http://www.g7.utoronto.ca/summit/2000okinawa/gis.htm 
3711 Digital Opportunities for All: Meeting the Challenge | DOTForce Report Card, G7 Information Centre (Toronto) 1 July 2002. 

Access Date: 22 September 2021. http://www.g7.utoronto.ca/summit/2002kananaskis/dotforce_reportcard.pdf 
3712 G8 Declaration: Renewed Commitment for Freedom and Democracy, G7 Information Centre (Toronto) 27 May 2011. Access 

Date: 22 September 2021. http://www.g7.utoronto.ca/summit/2011deauville/2011-declaration-en.html 
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At the 2013 Lough Erne Summit, G8 leaders introduced an Open Data Charter built on the following main 
principles: open data by default, transparency about data collection and the release of timely and usable 
government data while continuing to safeguard privacy.3713 G8 leaders recognized open government data as 
an essential resource of the information age that would support the democratic process and increase 
transparency in financial institutions. The G8 leaders also recognized that free access to open data is of 
significant value to society and the economy as they have the potential to drive innovation, economic growth, 
and the creation of jobs.3714 

At the 2016 Ise-Shima Summit, G7 leaders adopted the G7 Principles and Actions on Cyber, which 
recognizes digital innovation as essential to the economy and enables transparent policy to stimulate 
economic growth while promoting privacy and data protection.3715 Additionally, the leaders aimed to improve 
connectivity and accessibility by promoting interoperability through ICT standards. The G7 leaders also 
recognized the Charter of the Digitally Connected World, further emphasizing ICT’s role in economic growth 
and social activities.3716 

At the 2017 Taormina Summit, G7 leaders recognized the Next Production Revolution (NPR), in which 
technological and digital advancements revolutionize business and government as a means of increasing 
economic growth and competitiveness.3717 Accordingly, the leaders adopted the G7 People-Centered Action 
Plan on Innovation, Skills and Labor, which promotes access to the digital world while strengthening digital 
security and promoting Intellectual Property Rights Protections and risk-informed policies that strengthen the 
digital economy.3718 

At the 2018 Charlevoix Summit, the G7 leaders committed to the Charlevoix Common Vision for the Future 
of Artificial Intelligence, which aims to build new forms of economic growth while maintaining an open and 
fair market environment with certain data protection from artificial intelligence (AI) innovation.3719 The 
leaders also recognized the need for internet service providers and social media platforms to improve 
transparency, which would prevent the illegal use of personal data and breaches of privacy while stimulating 
the economy.3720 

At the 2019 Biarritz Summit, G7 leaders agreed on the Biarritz Strategy for an Open, Free and Secure Digital 
Transformation, which recognizes the internet as a key enabler for economic growth and acknowledges the 
need to stop malign online behaviour.3721 The document emphasizes the importance of freedom of 
expression and opinion, but also addresses the internet’s negative effects, including threatening democratic 

 

3713 2013 Lough Erne Leaders Communiqué, G7 Information Centre (Toronto) 18 June 2013. Access Date: 24 September 2021. 

http://www.g7.utoronto.ca/summit/2013lougherne/lough-erne-communique.html 
3714 G8 Open Data Charter, G7 Information Centre (Toronto) 18 June 2013. Access Date: 22 September 2021. 

http://www.g7.utoronto.ca/summit/2013lougherne/lough-erne-open-data.html 
3715 G7 Principles and Actions on Cyber, G7 Information Centre (Toronto) 27 May 2016. Access Date: 22 September 2021. 

http://www.g7.utoronto.ca/summit/2016shima/cyber.html 
3716 Charter for the Digitally Connected World, G7 Information Centre (Toronto) 30 April 2016. Access Date: 22 September 2021. 

http://www.g7.utoronto.ca/ict/2016-ict-charter.html 
3717 G7 Taormina Leaders’ Communiqué, G7 Information Centre (Toronto) 27 May 2017. Access Date: 23 September 2021. 

http://www.g7.utoronto.ca/summit/2017taormina/communique.html 
3718 G7 People-Centered Action Plan on Innovation, Skills and Labor, G7 Information Centre (Toronto) 7 May 2017. Access Date: 

23 September 2021. http://www.g7.utoronto.ca/summit/2017taormina/action-plan.html 
3719 Charlevoix Common Vision for the Future of Artificial Intelligence, G7 Information Centre (Toronto) 9 June 2018. Access Date: 

23 September 2021. http://www.g7.utoronto.ca/summit/2018charlevoix/ai-commitment.html 
3720 Charlevoix Commitment on Defending Democracy from Foreign Threats, G7 Information Centre (Toronto) 9 June 2018. 

Access Date: 23 September 2021. http://www.g7.utoronto.ca/summit/2018charlevoix/democracy-commitment.html 
3721 Biarritz Strategy for an Open, Free and Secure Digital Transformation, G7 Information Centre (Toronto) 26 August 2019. 

Access Date: 24 September 2021. http://www.g7.utoronto.ca/summit/2019biarritz/biarritz-strategy-for-digital-

transformation.html 
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values and stifling economic development. The G7 leaders also formed the G7 and Africa Partnership, which 
aims to support the reduction of the digital divide and create a more open internet.3722 

At the 2021 Cornwall Summit, G7 leaders discussed the need for a digital ecosystem that would reflect 
democratic values and drive innovation across the global economy.3723 The leaders recognized that cyberspace 
will determine the future prosperity and wellbeing of people all over the world, and committed to promoting 
worldwide digital literacy, strengthening digital global norms, and opposing internet shutdowns and network 
restrictions. The leaders also endorsed the G7 Compact on Research Collaboration and its commitment to 
protecting research and innovation across the G7 to open research collaboration. 

Commitment Features 
At the 2021 Cornwall Summit, leaders committed to “preserve an open, interoperable, reliable and secure 
internet, one that is unfragmented, supports freedom, innovation and trust which empowers people.” This 
commitment can be interpreted as having one main target, which is the preservation of the internet. This 
target includes six dimensions to preserve: “open,” “interoperable,” “reliable,” “secure,” “unfragmented,” and 
“supports freedom, innovation and trust which empowers people.” 

“Preserve” is understood to mean keeping something safe or protecting it from harm or loss.3724 In the 
context of the commitment, it refers to the protection of the aforementioned six dimensions. 

In the context of the commitment, “open” is understood to mean unrestricted access to the internet.3725 This 
includes free access to the World Wide Web (WWW) that is available without variables that depend on the 
financial motives of Internet Service Providers (ISP). 

“Interoperable” is understood to mean the ability of different digital services to work together and 
communicate with one another.3726 In the context of the internet, it refers to users and organizations being 
able to interact with one another across platforms and efficiently exchange information. An example of 
compliance can include a government mandating open interfaces. 

“Secure” is understood to mean protected from danger or harm.3727 In the context of the internet, it refers to 
a connection that is encrypted by one or more security protocols to ensure the security of flowing data.3728 
Examples of compliance can include allocating money to information technology (IT) training and 
collaborating with the private sector to share intelligence on and prevent cyber attacks. 

 

3722 Biarritz Declaration for a G7 & Africa Partnership, G7 Information Centre (Toronto) 26 August 2019. Access Date: 23 

September 2021. http://www.g7.utoronto.ca/summit/2019biarritz/biarritz-declaration-africa-partnership.html 
3723 Carbis Bay G7 Summit Communiqué: Our Shared Agenda for Global Action to Build Back Better, G7 Information Centre (Toronto) 

13 June 2021. Access Date: 23 September 2021. http://www.g7.utoronto.ca/summit/2021cornwall/210613-communique.html 
3724 Preserve, Merriam-Webster (Springfield) n.d. Access Date: 26 October 2021. https://www.merriam-webster.com/ 

dictionary/preserve 
3725 Compliance Coding Manual for International Institutional Commitments, G7 and G20 Research Groups (Toronto) 12 

November 2020. Access Date: 23 September 2021. 

http://www.g7.utoronto.ca/compliance/Compliance_Coding_Manual_2020.pdf 
3726 Data portability, interoperability and digital platform competition, Organisation for Economic Co-operation and Development 

(Paris) n.d. Access Date: 24 September 2021. https://www.oecd.org/daf/competition/data-portability-interoperability-and-

digital-platform-competition-2021.pdf 
3727 Secure, Merriam-Webster (Springfield) n.d. Access Date: 25 September 2021. https://www.merriam-

webster.com/dictionary/secure 
3728 The OECD Privacy Framework, Organisation for Economic Co-operation and Development (Paris) 2013. Access Date: 26 

October 2021. https://www.oecd.org/sti/ieconomy/oecd_privacy_framework.pdf 
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“Unfragmented” is often closely linked to “interoperable,” and is understood to mean every device on the 
internet being able to exchange data packets with any other device that is willing to receive them.3729 
Examples of compliance can include preventing fragmentation by monitoring activity on the dark web. 

“Support” is understood to mean the action, or act of providing aid, assistance, or backing up an initiative, or 
entity.3730 In the context of the commitment, it refers to the internet backing up freedom, innovation, and 
trust which empowers people. 

“Freedom” is understood to mean the absence of necessity, coercion, or constraint in choice or action and 
the power to choose what one wants to do.3731 In the context of the commitment, it refers to the right to 
have unrestricted access to information and the right to privacy, expression, opinion, and innovation. 

“Innovation” is understood as the embodiment of an idea in a technology, product, or process that is new 
and creates value.3732 An innovation is the implementation of a new or significantly improved product (good 
or service), or process which derives from creative ideas, technological progress, a new marketing method, a 
new organizational method in business practices, workplace organization or external relations. Innovation 
covers a wide range of domains with science and technology as the core. 

“Trust” is understood as a person’s belief that another person or institution will act consistently with their 
expectations of positive behaviour.3733 It is essential for ensuring compliance with regulations, implementing 
reforms, and enabling people’s meaningful participation in civic and political life. 

“Empowers” is understood to mean giving powers to someone, including legal power and influence.3734 
Influence can include having the capacity to affect the character or development of someone or something, 
including oneself. 

Full compliance, or a score of +1, will be assigned to G7 members who exemplify demonstrable strong 
action in at least five of the six dimensions of the target to preserve the internet. This can include both 
domestic and international actions. Examples of strong actions include, but are not limited to: enforcement of 
laws through policy action, such as fines for disobeying government guidelines; changing legislation to bring 
internet-based media services under the democratic oversight of a legitimate government; and money 
allocation, such as improving infrastructure to connect more citizens to a reliable internet connection. On the 
international level, strong action can include, but is not limited to: providing financial support to bring 
broadband access to communities that face barriers to internet access and joining and/or participating in an 
international organization dedicated to preserving the internet and its dimensions, such as providing 
affordable internet access worldwide. 

Partial compliance, or a score of 0, will be assigned to G7 members who exemplify demonstrable action in 
only two to four of the six dimensions to preserve the internet, and can include both strong and weak, and 
domestic and international actions. Examples of weak actions include, but are not limited to, attending 
meetings that speak on the importance of preserving the internet and any of the six dimensions, verbally 

 

3729 Internet Fragmentation: An Overview, World Economic Forum (Cologny) January 2016. Access Date: 24 September 2021. 

http://www3.weforum.org/docs/WEF_FII_Internet_Fragmentation_An_Overview_2016.pdf 
3730 Compliance Coding Manual for International Institutional Commitments, G7 and G20 Research Groups (Toronto) 12 

November 2020. Access Date: 26 October 2021 http://www.g7.utoronto.ca/compliance/Compliance_Coding_Manual_2020.pdf 
3731 Freedom, Merriam-Webster (Springfield) n.d. Access Date: 26 October 2021. https://www.merriam-

webster.com/dictionary/freedom 
3732 Compliance Coding Manual for International Institutional Commitments, G7 and G20 Research Groups (Toronto) 12 

November 2020. Access Date: 26 October 2021 http://www.g7.utoronto.ca/compliance/Compliance_Coding_Manual_2020.pdf 
3733 Government at a Glance 2019, Organisation for Economic Co-operation and Development (Paris) n.d. Access Date: 26 

October 2021. https://www.oecd-ilibrary.org/docserver/8ccf5c38-en.pdf?expires=1635281211&id=id&accname= 

guest&checksum=9FEEC24915B0F198F74470D32DFD6F02 
3734 Empower, Merriam-Webster (Springfield) n.d. Access Date: 25 September 2021. https://www.merriam-

webster.com/dictionary/empower 
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reaffirming commitment to the development of the internet or denouncing internet shutdowns, and sharing 
information about cybercrime and methods of preserving the internet with other G7 members. 

Non-compliance, or a score of −1, will be assigned if one of the following scenarios take place: the G7 
member exemplifies demonstrable action in one or fewer dimensions to preserve the Internet, or the G7 
member fails to take any strong steps towards preserving any of the six dimensions. For example, if a 
member becomes aware of an increase in domestic cyberattacks but does not implement legislation or 
programs in efforts to prevent it, then action is not being taken to preserve the “secure” dimension of the 
Internet. 

Scoring Guidelines 

−1 
The G7 member has NOT taken action to preserve an open, interoperable, reliable, secure and 
unfragmented internet which empowers people OR has taken action in only one of the 
aforementioned six dimensions.  

0 
The G7 member has taken action to preserve two to four of the following six dimensions of the 
internet: 1) open, 2) interoperable, 3) reliable, 4) secure, 5) unfragmented, and 6) supports freedom, 
innovation and trust which empowers people. 

+1 
G7 member has taken strong action to preserve at least five of the following six dimensions of the 
internet: 1) open, 2) interoperable, 3) reliable, 4) secure, 5) unfragmented, and 6) supports freedom, 
innovation and trust which empowers people. 

Compliance Director: Sofia Shatrova 
Lead Analyst: Keah Sharma 

Canada: +1 
Canada has fully complied with its commitment to preserve an open, interoperable, reliable and secure 
internet, one that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 16 July 2021, The Communications Security Establishment published the 2021 update to its report on 
Cyber Threats to Canada’s Democratic Process.3735 The update informs Canadians of possible cyber threats 
against the Canadian electoral process and procedures meant to safeguard its integrity. 

On 29 July 2021, Canadian Heritage presented a technical paper on the Government’s approach to “address 
harmful content online.”3736 The paper allows the public to stay up to date with legislative changes that could 
influence their usage of the internet. 

On 16 November 2021, the Canadian Centre for Cyber Security published a Cyber Threat Bulletin.3737 The 
publication aims to educate the public on cyberthreats, their development and how to maintain safe internet usage. 

On 22 November 2021, Minister of Innovation, Science and Industry François-Philippe Champagne 
announced a partnership between the Government of Canada and the European Commission to examine the 

 

3735 2021 update on cyber threats to Canada's democratic process, Government of Canada (Ottawa) 16 July 2021. Access Date: 

11 October 2021. https://www.canada.ca/en/communications-security/news/2021/07/2021-update-on-cyber-threats-to-

canadas-democratic-process.html 
3736 The Government’s proposed approach to address harmful content online, Government of Canada (Ottawa) 29 July 2021. Access 

Date: 11 October 2021. https://www.canada.ca/en/canadian-heritage/campaigns/harmful-online-content/technical-paper.html 
3737 Cyber threat bulletin: The ransomware threat in 2021, Canadian Center for Cyber Security (Ottawa) 9 December 2021. Access 

Date: 10 December 2021. https://cyber.gc.ca/en/guidance/cyber-threat-bulletin-ransomware-threat-2021 
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use of digital credentials.3738 The partnership aims to promote the interoperability of digital credentials and 
improve the safety of businesses and individuals working online. 

On 6 December 2021, Minister of National Defence Anita Anand, Minister of Emergency Preparedness Bill 
Blair, Minister of Public Safety Marco Mendicino and Minister of International Trade, Export Promotion, 
Small Business and Economic Development Mary Ng signed an open letter urging Canadian organizations to 
adopt cyber security practices against ransomware and cybercrime.3739 The security practices aim to protect 
business’ data and intellectual property. 

On 17 December 2021, the Government of Canada launched an open consultation to the public to ensure that 
all Canadians have access to high-quality wireless services.3740 The consultation aims to give the public an 
opportunity to give input for additional provisions to support Canada’s Connectivity Strategy and will allow 
Canadians to get their questions answered by Innovation, Science and Economic Development Canada on the 
topic of high-quality wireless services. The consultation specifically seeks input on requirements that should be 
imposed on license holders and measures to support competition among wireless internet providers.3741 

On 22 December 2021, the President of the Treasury Board Mona Fortier released the interim “What We 
Heard” report.3742 The report reviews the first phase of engagement and consultations undertaken as part of the 
review of access to information and promotes progress tracking and transparent communication to the public. 

On 17 February 2022, the Government of Canada announced that the National Cybersecurity Consortium 
will receive up to CAD80 million to lead the Cyber Security Innovation Network.3743 The funding aims to 
address the need for cyber security experts and promote strong national cyber security. 

On 8 March 2022, the Government of Canada announced a joint plan with the Government of British 
Columbia to connect 98 per cent of Canadians to high-speed internet by 2026.3744 The partnership invested 
CAD830 million to improve access to high-speed internet in rural communities. 

 

3738 Government of Canada announces partnership with the European Commission to examine the use of digital credentials, 

Government of Canada (Ottawa) 22 November 2021. Access Date: 28 November 2021. https://www.canada.ca/en/innovation-

science-economic-development/news/2021/11/government-of-canada-announces-partnership-with-the-european-commission-

to-examine-the-use-of-digital-credentials.html 
3739 Ministers urge Canadian organizations to take action against ransomware, Communications Security Establishment Canada 

(Ottawa) 6 December 2021. Access Date: 10 December 2021. https://www.canada.ca/en/communications-

security/news/2021/12/ministers-urge-canadian-organizations-to-take-action-against-ransomware.html 
3740 Government of Canada launches consultation to ensure Canadians have access to high-quality wireless services, Innovation, 

Science and Economic Development Canada (Ottawa) 20 December 2021. Access Date: 24 December 2021. 

https://www.canada.ca/en/innovation-science-economic-development/news/2021/12/government-of-canada-launches-

consultation-to-ensure-canadians-have-access-to-high-quality-wireless-services.html 
3741 Government of Canada launches consultation to ensure Canadians have access to high-quality wireless services, Innovation, 

Science and Economic Development Canada (Ottawa) 20 December 2021. Access Date: 24 December 2021. 

https://www.canada.ca/en/innovation-science-economic-development/news/2021/12/government-of-canada-launches-

consultation-to-ensure-canadians-have-access-to-high-quality-wireless-services.html 
3742 Government of Canada releases first interim report on access to information review, Treasury Board of Canada Secretariat 

(Ottawa) 22 December 2021. Access Date: 24 December 2021. https://www.canada.ca/en/treasury-board-

secretariat/news/2021/12/government-of-canada-releases-first-interim-report-on-access-to-information-act-review.html  
3743 Government of Canada Announces next Phase to Strengthen Cyber Security Innovation Network, Innovation, Science and 

Economic Development Canada (Ottawa) 17 February 2022. Access Date: 18 March 2022. https://www.canada.ca/en/innovation-

science-economic-development/news/2022/02/government-of-canada-announces-next-phase-to-strengthen-cyber-security-

innovation-network.html 
3744 British Columbians to Benefit from a Historic Plan with up to $830 Million toward Connecting All Remaining Rural Households in 

the Province to High-speed Internet, Innovation, Science and Economic Development Canada (Mission) 8 March 2022. Access Date: 

19 March 2022. https://www.canada.ca/en/innovation-science-economic-development/news/2022/03/british-columbians-to-

benefit-from-a-historic-plan-with-up-to-830-million-toward-connecting-all-remaining-rural-households-in-the-province-to-high-.html 
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On 30 March 2022, the Government of Canada announced an advisory group on online safety.3745 The group 
will advise the Minister of Canadian Heritage on creating legislation to address harmful content online. 
Additionally, the group will discuss which online services should be regulated and how organizations should 
monitor and manage harmful content on their services. 

On 4 April 2022, the Government of Canada launched the second phase of the Connecting Families 
Initiative.3746 The Initiative aims to provide low-income families and seniors with high-speed internet by 
collaborating with 14 internet service providers across Canada who offer faster internet speeds than 
previously offered. 

On 28 April 2022, the Government of Canada endorsed the Declaration for the Future of the Internet.3747 
The Declaration commits to promoting an open internet that respects privacy and human rights, advances the 
free flow of information, promotes trust in the digital ecosystem and supports freedom and innovation.3748 
The Declaration also aims to promote affordable internet connectivity. 

On 26 May 2022, the Government of Canada announced a proposed policy direction to the Canadian Radio-
television and Telecommunications Commission (CRTC).3749 The direction aims to set up rules to improve 
competition and innovation among telecommunications services, which will provide cheaper and better 
services to Canadians. 

Canada has fully complied with its commitment to preserve an open, interoperable, reliable and secure 
internet, one that is unfragmented, supports freedom, innovation and trust which empowers people. Canada 
has improved cyber threat security and interoperability of internet-based technologies through several 
partnerships and publications. Additionally, Canada has fostered informed and secure internet use for 
businesses and public users through open communication. 

Thus, Canada receives a score of +1. 

Analyst: Anastasiia Bondarenko 

France: 0 
France has partially complied with its commitment to preserve an open, interoperable, reliable, and secure 
internet that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 13 September 2021, France’s Regulatory Authority for Electronic Communications, Posts and Press 
Distribution (ARCEP) announced a plan to allocate two new mobile network frequency bands in French 

 

3745 Backgrounder – Government of Canada announces expert advisory group on online safety, Canadian Heritage (Ottawa) 30 

March 2022. Access Date: 11 May 2022. https://www.canada.ca/en/canadian-heritage/news/2022/03/government-of-canada-

announces-expert-advisory-group-on-online-safety.html 
3746 Government of Canada announces affordable high-speed Internet to help connect low-income families and seniors, 

Innovation, Science and Economic Development Canada (Ottawa) 4 April 2022. Access Date: 11 May 2022. 

https://www.canada.ca/en/innovation-science-economic-development/news/2022/04/government-of-canada-announces-

affordable-high-speed-internet-to-help-connect-low-income-families-and-seniors.html 
3747 Government of Canada endorses the Declaration for the Future of the Internet, Innovation, Science and Economic 

Development Canada (Ottawa) 28 April 2022. Access Date: 11 May 2022. https://www.canada.ca/en/innovation-science-

economic-development/news/2022/04/government-of-canada-endorses-the-declaration-for-the-future-of-the-internet.html 
3748 FACT SHEET: United States and 60 Global Partners Launch Declaration for the Future of the Internet, The White House 

(Washington D.C.) 28 April 2022. Access Date: 10 May 2022. https://www.whitehouse.gov/briefing-room/statements-

releases/2022/04/28/fact-sheet-united-states-and-60-global-partners-launch-declaration-for-the-future-of-the-internet/ 
3749 Summary of the Government of Canada’s new proposed policy direction to the CRTC, Innovation, Science and Economic 

Development Canada (Ottawa) n.d. Access Date: 9 June 2022. https://www.canada.ca/en/innovation-science-economic-

development/news/2022/05/summary-of-the-government-of-canadas-new-proposed-policy-direction-to-crtc.html 
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overseas territories.3750 The frequency bands are intended to meet increasing demand for access to reliable 
and efficient mobile services. The plan will increase user connectivity and may lead to fixed internet access 
offers from mobile networks. 

On 30 September 2021, the government of France issued Decree No. 2021-1281.3751 The decree specifies 
the obligations of electronic communications operators to report to ARCEP and allows ARCEP to impose 
interoperability obligations on providers whose interoperability between end-users is compromised. 

On 10 November 2021, Minister of Public Sector Transformation and the Civil Service of France Amélie de 
Montchalin announced a new action plan for open source software in the public sector.3752 The plan will set 
up an Open Source Program Office within the public administration and aims to increase the use of digital 
commons in the administration and support the use of open source codes in France’s public sector. 

On 15 February 2022, the Government of France launched the Campus Cyber centre at La Défense in Paris 
as part of the first national cyber strategy.3753 The centre will bring together 1,800 digital security experts to 
prevent and address cybercrime to protect businesses, public services and citizens. 

France has partially complied with its commitment to preserve an open, interoperable, reliable, and secure 
internet, one that is unfragmented, supports freedom, innovation and trust which empowers people. France 
promoted an open, interoperable, reliable and secure internet by bolstering ARCEP’s regulatory power. 
However, France failed to take significant actions to promote an internet that is unfragmented and which 
supports innovation and trust which empowers people. 

Thus, France receives a score of 0. 

Analyst: Selina Zeng 

Germany: +1 
Germany has fully complied with its commitment to preserve an open, interoperable, reliable and secure 
internet, one that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 30 June 2021, the Cabinet adopted the Third National Action Plan 2021-2023 to improve the digital 
sovereignty of the administration.3754 The plan includes the creation of a joint development portal for free 
software, improving access to information on federal law and increasing transparency of government action. 

On 7 July 2021, the German government created a framework for action to improve the government’s “open 
data ecosystem” with the adoption of the “Open Data Strategy.”3755 The Strategy includes 68 measures across 

 

3750 Frequencies - Overseas, France’s Regulatory Authority for Electronic Communications, Posts, and Press Distrubution (Paris) 

13 September 2021. Translation provided by Google Translate. Access Date: 29 January 2022. 

https://www.arcep.fr/actualites/les-communiques-de-presse/detail/n/frequences-outremer-130921.html 
3751 Decree No. 2021-1281 of September 30, 2021 amending the obligations of electronic communications operators in 

accordance with the European Electronics Communications Code, Government of France (Paris) 30 September 2021. Translation 

provided by Google Translate. Access Date: 29 January 2022. https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000044154154 
3752 French Minister announces new plan for supporting open source, European Commission (Brussels) 14 December 2021. 

Access Date: 29 January 2022. https://joinup.ec.europa.eu/collection/open-source-observatory-osor/news/new-action-plan-

open-source-french-administration 
3753 France 2030: The Government inaugurates the Cyber Campus at La Défense and reviews the first achievements of the national cyber 

strategy, Government of France (Paris) 15 February 2022. Translation provided by Google Translate. Access Date: 4 April 2022. 

https://www.gouvernement.fr/france-2030-le-gouvernement-inaugure-le-campus-cyber-a-la-defense-et-est-revenu-sur-les-premieres 
3754 Boosting transparency and involvement, The Federal Government (Berlin) 30 June 2021. Access Date: 17 January 2022. 

https://www.bundesregierung.de/breg-en/service/open-government-partnership-1938274 
3755 Open Data – Driving Success in Innovation, The Federal Government (Berlin) 7 July 2021. Access Date: 17 January 2022. 

https://www.bundesregierung.de/breg-en/service/open-data-strategy-1940558 
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three action areas: creating powerful and sustainable data infrastructures, enhancing the innovative and 
responsible use of data and establishing a “data culture.” 

On 9 July 2021, the Ministry for Economic Affairs and Energy launched its call for expressions of interest 
from companies and projects that seek to participate in the Important Project of Common European Interest 
on Next Generation Cloud Infrastructure and Services (IPCEI-CIS).3756 Minister for Economic Affairs and 
Energy Peter Altmaier affirmed that the IPCEI-CIS would help setup an “efficient next generation cloud 
infrastructure” for Europe. The German government has allocated EUR750 billion to the IPCEI-CIS in 
support of Europe’s “digital sovereignty.”  

On 8 September 2021, the German government adopted the Cyber Security Strategy for Germany 2021, a 
long-term plan for the government’s cyber security policy.3757 The strategy includes four overarching 
guidelines: establishing cyber security as a joint task of the state, business, society and science, strengthening 
the digital sovereignty of the aforementioned spheres, ensuring the secure development of digitalization and 
making targets measurable and transparent. 

On 24 February 2022, Federal Minister of the Interior and Community Nancy Faeser discussed how Russia’s 
attack on Ukraine could affect Germany and acknowledged the possible threat of Russian cyber-attacks on 
German networks and critical infrastructure providers.3758 She stated that relevant authorities have 
acknowledged the threat and have provided a “comprehensive set of recommendations for IT security.” 

On 15 March 2022, the Federal Office for Information Security urged people living in Germany to stop using 
antivirus software from Russian manufacturer Kaspersky and switch to alternative software.3759 The 
recommendation was made to protect user IT security amid the possibility that Kaspersky software could be 
used for surveillance and hacking. 

On 8 April 2022, the Federal Ministry for Economic Affairs and Climate Action submitted a list of “highly 
innovative [German] projects” to the European Commission as part of the Cloud IPCEI.3760 The project aims 
to create a “European high-performance cloud” that will promote the EU’s digital sovereignty and allow 
businesses to store and use their data however they see fit. The Ministry intends to provide up to EUR750 
million to support the selected projects from a total of 26 companies. 

Germany has fully complied with its commitment to preserve an open, interoperable, reliable and secure 
internet, one that is not fragmented, supports freedom, innovation and trust. Germany has taken steps to 
preserve an open and secure internet by improving access to reliable information, promoting innovative and 
open data infrastructures and adopting a comprehensive cyber security strategy. 

Thus, Germany receives a score of +1. 

Analyst: Arees Chooljian 

 

3756 Cloud IPCEI entering next phase as call for expressions of interest is launched in Germany and preparations for European 

matchmaking process get underway, Federal Ministry for Economic Affairs and Climate Action (Berlin) 9 July 2021. Access Date: 13 

January 2022. https://www.bmwi.de/Redaktion/EN/Pressemitteilungen/2021/07/20210709-cloud-ipcei-entering-next-phase.html 
3757 Goals adopted in the area of cyber security, The Federal Government (Berlin) 8 September 2021. Access Date: 17 January 

2022. https://www.bundesregierung.de/breg-en/service/new-cyber-security-strategy-1958688 
3758 “We are vigilant, alert and prepared,” The Federal Government (Berlin) 24 February 2022. Access Date: 21 March 2022. 

https://www.bundesregierung.de/breg-en/news/faeser-security-germany-2008064 
3759 BSI warns against using Kaspersky virus protection products, Federal Office for Information Security (Bonn) 15 March 2022. 

Translation provided by Google Translate. Access Date: 4 April 2022. https://www.bsi.bund.de/DE/Service-

Navi/Presse/Pressemitteilungen/Presse2022/220315_Kaspersky-Warnung.html 
3760 Cloud IPCEI ready to take off, with 26 German companies on board and €750 million earmarked in funding, Federal Ministry 

for Economic Affairs and Climate Action (Berlin) 8 April 2022. Access Date: 24 April 2022. 

https://www.bmwk.de/Redaktion/EN/Pressemitteilungen/2022/04/20220408-cloud-ipcei-ready-to-take-off.html 
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Italy: 0 
Italy has partially complied with its commitment to preserve an open, interoperable, reliable and secure 
internet that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 4 August 2021, the Official Gazette published Decree No. 82.3761 The Decree contains urgent provisions 
on cybersecurity, a definition of national cybersecurity and the establishment of the National Cybersecurity 
Agency by Law No. 109. 

On 4 November 2021, the Ministry of Foreign Affairs and International Cooperation and the Presidency of 
the Council of Ministry of Defense compiled a position paper on “International Law and Cyberspace.”3762 
The paper outlines Italy’s views concerning the application of international law to cyberspace, including non-
intervention and the protection of sovereignty, state accountability in the cyberspace, the application of 
international human rights law, the role of private stakeholders and international cooperation. 

On 3 January 2022, the National Cybersecurity Agency released a cybersecurity awareness campaign called “I 
Navigati.”3763 The initiative aims to create awareness of IT fraud risks, the importance of adopting adequate 
security measures in people’s use of their personal and financial data on the internet and to educate “less 
experienced users on the web.” 

On 10 March 2022, the Council of Ministers approved a bill containing provisions for the development and 
enhancement of mountain municipalities.3764 The bill attempts to identify “the accessibility of essential 
services and digital infrastructures” in Italian mountain communities and aims to improve internet access in 
these locations. 

Italy has partially complied with its commitment to preserve an open, interoperable, reliable and secure 
internet that is unfragmented, supports freedom, innovation and trust which empowers people. Italy has 
taken action to preserve an open and secure internet by establishing the National Cybersecurity Agency and 
engaging in international discourse regarding international law and the cyberspace. Italy has also preserved an 
internet that supports freedom by aiding in the development of internet access in remote locations such as 
the Italian mountains. However, Italy has failed to take action to preserve an interoperable and reliable 
internet that is unfragmented. 

Thus, Italy receives a score of 0. 

Analysts: Anastasiia Bondarenko and Keah Sharma 

Japan: +1 
Japan has fully complied with its commitment to preserve an open, interoperable, reliable and secure internet, 
one that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 21 June 2021, the Ministry of Economy, Trade and Industry announced the publishing of an international 
standard that aims to ensure the safety and security of Internet of Things (IoT) systems based on IoT Security 

 

3761 Italy: New cybersecurity law comes into force, OneTrust Dataguidance (Atlanta) 6 August 2021. Access Date: 3 December 

2021. https://www.dataguidance.com/news/italy-new-cybersecurity-law-comes-force 
3762 Conference on ‘The Application of International Law on Cyberspace’ organised at the University of Bologna, EU Cyber Direct 

(Brussels) 12 November 2021. Access Date: 30 January 2022. https://eucyberdirect.eu/news/conference-on-the-application-of-

international-law-to-cyberspace-organized-at-the-university-of-bologna 
3763 “I Navigati” Cybersecurity Campaign Italian Government Presidency of the Council of Ministers (Rome) 4 January 2022. 

Translation provided by Google Translate. Access Date: 4 April 2022. https://www.governo.it/it/media/campagna-la-

cybersicurezza-i-navigati/18916 
3764 Press release of the Council of Ministers n. 66, Italian Government Presidency of the Council of Ministers (Rome) 10 March 

2022. Translation provided by Google Translate. Access Date: 4 April 2022. https://www.governo.it/it/articolo/comunicato-

stampa-del-consiglio-dei-ministri-n-66/19370 
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Guidelines and IoT Safety/Security Development Guidelines.3765 The standard will contribute to the “safe 
and secure” development and maintenance of IoT products and services in the digital world. 

On 1 September 2021, the Cabinet of Japan formed the Digital Agency.3766 The Digital Agency aims to 
digitize public administrative procedures, promote the “standardization and coordination of data systems” 
and respond to the digital divide.3767 This response will improve data linkage across separate government 
organizations and increase their efficiency. 

On 11 September 2021, Japan and Vietnam signed an agreement that sees Japan providing Vietnam with 
defense equipment and technology to promote military and cyber security cooperation between the two 
countries.3768 The agreement will control technology transfers between Japan and Vietnam, especially 
technology transferred to third parties. 

On 13 December 2021, Japan, the United States and Australia announced funding for the development of 
advanced 5G telecommunications networks in the South Pacific region through the construction of a new 
undersea cable to improve internet connectivity to Micronesia, Nauru and Kiribati.3769 The initiative aims to avoid 
situations in which “democracy is threatened by China’s control of [Japan’s] telecommunications networks.” 

On 24 December 2021, Prime Minister Fumio Kishida held the second meeting of the Digital Society 
Promotion Council.3770 At the meeting, Prime Minister Kishida and other participants discussed the Priority 
Policy Program for Realizing the Digital Society and set out principles, strategies and measures to realize it 
with a number of digital reforms through the 2025 fiscal year. Among other goals, the policy program will 
support both public and private sectors in using digitalization to enhance efficiency and creativity. 

On 31 January 2022, the METI revised its Information Security Services Standards and the Examination and 
Registration Authority Standards for Information Security Services in response to the increasing threat of cyber-
attacks.3771 The revised edition aims to improve cyberspace safety and allow security services to be used reliably. 

On 7 February 2022, the METI invited public comments on the New Data Management Methods and 
Framework to Promote Value Creation through Data (Tentative) outline.3772 The outline addresses data 
reliability in an industrial society with interconnected cyber and physical spaces. It also discusses data flow 
and promotes data security by identifying risks that may arise “throughout the data life cycle.” 

 

3765 New International Standard for Safe Use of IoT Products and Systems Issued, Ministry of Economy, Trade and Industry 

(Tokyo) 21 June 2021. Access Date: 14 January 2022. https://www.meti.go.jp/english/press/2021/0621_003.html 
3766 Digital Society Promotion Council, Prime Minister of Japan and His Cabinet (Tokyo) 6 September 2021. Access Date: 6 January 

2022. https://japan.kantei.go.jp/99_suga/actions/202109/_00012.html  
3767 New Digital Agency Pursues Inclusive Digitalization, The Government of Japan (Tokyo) 16 September 2021. Access Date: 6 

January 2022. https://www.japan.go.jp/kizuna/2021/09/new_digital_agency.html 
3768 Signing of the Agreement between the Government of Japan and the Government of the Socialist Republic of Vietnam 

concerning the Transfer of Defense Equipment and Technology, Ministry of Foreign Affairs of Japan (Tokyo) 13 September 2021. 

Access Date: 27 January 2022. https://www.mofa.go.jp/press/release/press3e_000244.html 
3769 Japan, U.S., Australia to build 5G networks in South Pacific, Kyodo News (Tokyo) 13 December 2021. Access Date: 17 January 

2022. https://english.kyodonews.net/news/2021/12/259bdb572d59-japan-us-australia-to-build-5g-networks-in-south-pacific.html 
3770 Digital Society Promotion Council, Prime Minister of Japan and His Cabinet (Tokyo) 24 December 2021. Access Date: 14 

January 2022. https://japan.kantei.go.jp/101_kishida/actions/202112/_00024.html 
3771 Information Security Service Standards 2nd Edition and Examination and Registration Authority Standards for Information 

Security Services 2nd Edition Publicized, Ministry of Economy, Trade and Industry (Tokyo) 31 January 2022. Access Date: 21 

March 2022. https://www.meti.go.jp/english/press/2022/0131_003.html 
3772 Invitation for Public Comments on “New Data Management Methods and Framework to Promote Value Creation through 

Data,” Ministry of Economy, Trade and Industry (Tokyo) 7 February 2022. Access Date: 21 March 2022. 

https://www.meti.go.jp/english/press/2022/0207_002.html 
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On 23 February 2022, the METI urged business owners to implement cyber security measures in response to the 
increasing threat of potential cyber-attacks.3773 The METI emphasized the importance of company leadership 
strengthening cyber-attack countermeasures and implementing security measures in overseas branches. 

On 1 April 2022, the METI released the revised interpretive guidelines on electronic commerce and trading of 
information property.3774 The revision includes a note on the legal responsibility of “app market operators” to 
reflect the “Act on Improving Transparency and Fairness of Digital Platforms.” It also covers the provision of 
peer-to-peer file sharing software and the rules on reproduction of copyrighted works in a digital environment. 

Japan has fully complied with its commitment to preserve an open, interoperable, reliable and secure internet, 
one that is unfragmented, supports freedom, innovation and trust which empowers people. Japan’s 
establishment of cyber security standards, government agencies focusing on digitalization and the funding of 
new undersea cable networks preserves an internet that is open, reliable, secure, and unfragmented. 

Thus, Japan receives a score of +1. 

Analyst: Arees Chooljian 

United Kingdom: +1 
The United Kingdom has fully complied with its commitment to preserve an open, interoperable, reliable, 
and secure internet that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 29 October 2021, Digital Secretary Nadine Dorries announced a plan to give more than 500,000 rural 
homes and businesses access to improved internet connectivity as part of Project Gigabit.3775 Full fibre 
broadband cables will be installed in hard-to-reach rural areas to improve internet speed and reliability, which 
will allow more people to work from home and use the internet for leisure. 

On 24 November 2021, the Product Security and Telecommunications Infrastructure Bill was introduced to 
Parliament.3776 The Bill aims to preserve the internet through transparent security systems, governmental 
banning of default passwords and increased reliability in mobile networks. Heightened cyber security 
standards are to be enforced through measures such as fines of GBP10 million or up to four per cent of a 
firm’s entire revenue if not compliant. 

On 29 November 2021, the UK government signed agreements promoting digital trade facilitation at the 
Future Tech Forum.3777 The agreement aims to promote an open and secure cyberspace and interoperable 
networks where companies can mix and match equipment from various vendors to boost security and drive 
innovation in the telecoms supply chain. 

 

3773 Call for Attention: Strengthen Cybersecurity Measures Based on the Recent Situation, Ministry of Economy, Trade and 

Industry (Tokyo) 23 February 2022. Access Date: 21 March 2022. https://www.meti.go.jp/english/press/2022/0223_002.html 
3774 Interpretive Guidelines on Electronic Commerce and Information Property Trading Revised, Ministry of Economy, Trade and 

Industry (Tokyo) 1 April 2022. Access Date: 25 April 2022. https://www.meti.go.jp/english/press/2022/0401_002.html 
3775 Better broadband for 500,000 rural homes in UK gigabit revolution, Department for Digital, Culture, Media & Sport (London) 

29 October 2021. Access Date: 30 January 2022. https://www.gov.uk/government/news/better-broadband-for-500000-rural-

homes-in-uk-gigabit-revolution 
3776 New cyber laws to protect people’s personal tech from hackers, Department for Digital, Culture, Media & Sport and Julia 

Lopez MP (London) 24 November 2021. Access Date: 29 April 2022. https://www.gov.uk/government/news/new-cyber-laws-to-

protect-peoples-personal-tech-from-hackers 
3777 UK signs series of international digital agreements at first Future Tech Forum, Department for Digital, Culture, Media & Sport 

(London) 29 November 2021. Access Date: 30 January 2022. https://www.gov.uk/government/news/uk-signs-series-of-

international-digital-agreements-at-first-future-tech-forum 
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On 8 December 2021, the UK government announced plans to phase out 2G and 3G networks and replace 
them with 5G.3778 The change aims to reduce the world’s over-reliance on a few equipment makers and 
promote competition among telecoms. Digital Secretary Nadine Dorries also announced a GBP50 million 
investment towards telecoms research and development projects.  

On 15 December 2021, the UK government published National Cyber Strategy 2022.3779 The new policy 
paper aims to reduce cyber risks to ensure citizens and businesses can confidently use the internet knowing 
their confidential data is protected. The strategy is built around five core pillars: deepen the relationship 
between government, academia and industry; reduce cyber risks for businesses and citizens; develop domestic 
industrial capabilities and secure future technological advancements; advance the UK’s role as an industry 
global leader and enhance UK security in and through cyberspace. 

On 4 January 2022, the National Security and Investment Act was announced to impose certain conditions 
for the government to intervene in the UK’s national security.3780 This act will also allow for investors to gain 
transparency in free trade and acquisitions. 

On 17 March 2022, the UK Parliament introduced the Online Safety Bill.3781 The bill will limit online 
exposure to illegal and harmful content and protect freedom of speech by requiring online platforms to 
strictly uphold their user terms and conditions. Online platforms that fail to comply with the bill will face 
fines and prosecution. 

On 23 March 2022, Education Secretary Nadhim Zahawi announced that every school in England would 
have access to high-speed internet by 2025.3782 To achieve this, the government announced funding of 
GBP150 million allocated to schools who require WiFi upgrades for faster and more reliable internet 
connectivity. 

On 20 April 2022, the UK Government conducted longitudinal surveys for large and medium-sized 
businesses and high-income charities to investigate how organisations approach cyber security policies, costs 
and the impacts of cyber incidents.3783 This information will inform cyber security policies. 

On 10 May 2022, the NCSC launched the Email Security Check service, an online tool to help organizations 
identify vulnerabilities that could lead to email privacy breaches.3784 The tool allows users to search email 
domains and check whether they have security measures in place to protect privacy and prevent cybercrime. 

On 10 May 2022, the UK Government announced its intention to introduce the Data Reform Bill.3785 Among 
other goals, the Bill aims to give the Information Commissioner’s Office the power to take stronger action 
against organizations who breach data rules, which would improve the UK’s data protection standards. 

 

3778 New Measures to boost UK telecom security, Department for Digital, Culture, Media & Sport (London) 8 December 2021. 

Access Date: 15 December 2021. https://www.gov.uk/government/news/new-measures-to-boost-uk-telecoms-security 
3779 National Cyber Strategy 2022, Cabinet Office (London) 15 December 2021. Access Date: 30 January 2022. 

https://www.gov.uk/government/publications/national-cyber-strategy-2022 
3780 New laws to strengthen national security come into effect, Department for Business, Energy & Industrial Strategy (London) 4 January 

2022. Access Date: 10 January 2022. https://www.gov.uk/government/news/new-laws-to-strengthen-national-security-come-into-effect 
3781 World-first online safety laws introduced in Parliament, Department for Digital, Culture, Media and Sport (London) 17 March 

2022. Access Date: 4 April 2022. https://www.gov.uk/government/news/world-first-online-safety-laws-introduced-in-parliament 
3782 All schools to have high speed internet by 2025, Department for Education (London) 23 March 2022. Access Date: 29 April 

2022. https://www.gov.uk/government/news/all-schools-to-have-high-speed-internet-by-2025 
3783 Cyber Security Longitudinal Survey: wave two, Department for Digital, Culture, Media & Sport (London) 20 April 2022. Access 

Date: 29 April 2022. https://www.gov.uk/government/publications/cyber-security-longitudinal-survey-wave-two 
3784 (London) 10 May 2022. Access Date: 11 May 2022. https://www.ncsc.gov.uk/news/new-email-security-tool-launched-to-

help-organisations-check-their-defences 
3785 Queen’s Speech 2022, Prime Minister’s Office, 10 Downing Street (London) 10 May 2022. Access Date: 9 June 2022. 

https://www.gov.uk/government/speeches/queens-speech-2022 
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The United Kingdom has fully complied with its commitment to preserve an open, interoperable, reliable and 
secure internet that is unfragmented, supports freedom, innovation and trust which empowers people. The 
UK has introduced policies and allocated funds in support of telecoms projects, national security and cyber-
crime prevention. These policies promote safe and confident internet usage by businesses and the public. 

Thus, the United Kingdom receives a score of +1. 

Analyst: Selina Zeng 

United States: +1 
The United States has fully complied with its commitment to preserve an open, interoperable, reliable and 
secure internet, one that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 29 June 2021, the Federal Communications Commission (FCC) launched the Emergency Connectivity 
Fund.3786 Schools can apply for financial support for purchasing laptops, tablets, routers and broadband 
connections to meet the needs for off-campus use by students and staff. Schools and libraries can also apply 
for the USD7.1 billion Emergency Connectivity Fund. The Fund will reduce the digital equity gap by 
supporting students who fall into the homework gap. 

On 13 July 2021, the Cybersecurity and Infrastructure Security Agency (CISA) issued an emergency directive 
to mitigate a Microsoft Windows print spooler vulnerability being exploited.3787 The directive instructed 
federal civilian agencies to disable the service, apply the Microsoft updates and make configuration changes to 
all Microsoft Windows servers and workstations. If left unmitigated, the exploitation of this vulnerability 
could lead to the full system of affected agency networks being compromised. 

On 23 July 2021, the FCC granted 5,676 C-Band Spectrum Licenses.3788 The licenses pave the way for carriers 
to use this spectrum to provide advanced wireless services such as 5G. 

On 26 July 2021, the FCC made over USD311 million available for broadband in 36 states through the Rural 
Digital Opportunity Fund.3789 48 broadband providers will provide broadband speeds of one gigabit per 
second (gbps) to 200,000 houses and businesses over the next decade. 

On 28 July 2021, the FCC announced that over 4 million households were enrolled in the Emergency 
Broadband Benefit Fund.3790 The fund is the largest broadband affordability program in the US with 1,100 
broadband providers agreeing to partake in the program to temporarily subsidize eligible households’ internet 
bills during the COVID-19 pandemic. 

 

3786 Federal Communications Commission Launches Country's Largest Effort To Close Homework Gap, Federal Communications 

Commission (Washington) 29 June 2021. Access Date: 20 November 2021. https://www.fcc.gov/document/fcc-launches-

emergency-connectivity-fund 
3787 Cybersecurity and Infrastructure Security Agency issues emergency directive requiring federal agencies to mitigate windows print 

spooler service vulnerability, Cybersecurity and Infrastructure Security Agency (Washington) 13 July 2021. Access Date: 20 November 

2021. https://www.cisa.gov/news/2021/07/13/cisa-issues-emergency-directive-requiring-federal-agencies-mitigate-windows-print 
3788 Federal Communications Commission Grants C-Band Spectrum Licenses, Federal Communications Commission (Washington) 

23 July 2021. Access Date: 20 November 2021. https://www.fcc.gov/document/fcc-grants-c-band-spectrum-licenses 
3789 Federal Communications Commission Makes Available Over $311 Million For Broadband In 36 States, While Taking Steps To 

Clean Up The Rural Digital Opportunity Fund Program, Federal Communications Commission (Washington) 26 July 2021. Access 

Date: 20 November 2021. https://www.fcc.gov/document/fcc-announces-over-311-million-broadband-acts-clean-rdof 
3790 Federal Communications Commission Enrolls Over 4 Million Households In Emergency Broadband Benefit Program, Federal 

Communications Commission (Washington) 28 July 2021. Access Date: 20 November 2021. https://www.fcc.gov/document/fcc-

enrolls-4m-households-emergency-broadband-benefit-program 
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On 2 August 2021, CISA announced the extension of the Information and Communications Technology 
Supply Chain Risk Management Task Force to 2023.3791 The task force is a public-private partnership that 
identifies challenges and develops solutions and recommendations for risk management of the global 
information and communications technology supply chain. 

On 5 August 2021, CISA announced a Joint Cyber Defense Collaboration (JCDC) to develop and execute cyber 
defense operations plans.3792 JCDC’s partners include Amazon Web Services, Microsoft and Verizon. CISA 
aims to facilitate coordinated action and implement defensive cyber operations to prevent cyber intrusions. 

On 23 August 2021, the FCC granted six spectrum licenses to Tribal entities in Alaska.3793 The licenses enable 
rural Alaska Native communities to use 5G and other advanced wireless services. 

On 7 September 2021, CISA released the Cloud Security Technical Reference Architecture (TRA) and Zero 
Trust Maturity Model for public comment.3794 The TRA guides agencies on zero trust strategies and 
implementation plans. CISA will work with stakeholders to assess feedback and develop new versions of 
guidance documents. 

On 22 September 2021, CISA, the Federal Bureau of Investigation (FBI) and the National Security Agency 
(NSA) released a cybersecurity advisory.3795 The advisory outlines technical steps on mitigating threats that 
public and private sector organizations can take to reduce risk to ransomware. 

On 24 September 2021, the FCC announced that it will commit over USD1.2 billion in the first funding wave 
for the Emergency Connectivity Fund Program.3796 The funds will go to over 3,040 schools, 260 libraries and 
24 consortia. They will be used to provide students, school staff and librarians access to broadband 
connectivity and necessary devices for off-campus learning. The funds will support over 3 million devices and 
774,115 broadband connections. 

On 28 September 2021, the CISA released an Insider Risk Mitigation Self-Assessment Tool that helps public 
and private sector organizations assess their vulnerability to insider threats.3797 The tool also helps 
organizations create prevention and mitigation programs to address insider threats. 

 

3791 Cybersecurity and Infrastructure Agency announces renewal of the information and communications technology supply chain 

risk management task force, Cybersecurity and Infrastructure Security Agency (Washington) 2 August 2021. Access Date: 20 

November 2021. https://www.cisa.gov/news/2021/08/02/cisa-announces-renewal-information-and-communications-

technology-ict-supply-chain 
3792 Cybersecurity and Infrastructure Security Agency launches new joint cyber defense collaborative, Cybersecurity and 

Infrastructure Security Agency (Washington) 5 August 2021. Access Date: 20 November 2021. 

https://www.cisa.gov/news/2021/08/05/cisa-launches-new-joint-cyber-defense-collaborative 
3793 Federal Communications Commission Grants Additional 2.5 GHz Spectrum Licenses For Wireless Services In Alaska Native 

Communities, Federal Communications Commission (Washington) 23 August 2021. Access Date: 20 November 2021. 

https://www.fcc.gov/document/fcc-grants-licenses-wireless-services-alaska-native-communities 
3794 Cybersecurity and Infrastructure Agency releases the Cloud Security Technical Reference Architecture and Zero Trust Maturity 

Model for public comment, Cybersecurity and Infrastructure Security Agency (Washington) 7 September 2021. Access Date: 20 

November 2021. https://www.cisa.gov/news/2021/09/07/cisa-releases-cloud-security-technical-reference-architecture-and-zero-trust 
3795 Cybersecurity and Infrastructure Agency, Federal Bureau of Investigation, and National Security Agency release conti 

ransomware to help organizations reduce risk of attack, Cybersecurity and Infrastructure Security Agency (Washington) 22 

September 2021. Access Date: 20 November 2021. https://www.cisa.gov/news/2021/09/22/cisa-fbi-and-nsa-release-conti-

ransomware-advisory-help-organizations-reduce-risk 
3796 Federal Communications Commission Commits Over $1.2 Billion In First Funding Wave Of Emergency Connectivity Fund 

Program To Connect Over 3.6 Million Students, Federal Communications Commission (Washington) 24 September 2021. Access 

Date: 20 November 2021. https://www.fcc.gov/document/fcc-commits-over-12b-first-emergency-connectivity-funding-wave 
3797 Cybersecurity and Infrastructure Agency released new tool to help organizations guard against insider threats, Cybersecurity 

and Infrastructure Security Agency (Washington) 28 September 2021. Access Date: 20 November 2021. 

https://www.cisa.gov/news/2021/09/28/cisa-releases-new-tool-help-organizations-guard-against-insider-threats 
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On 12 October 2021, the FCC committed over USD1.1 billion in the second funding wave for the Emergency 
Connectivity Fund Program.3798 The funds will support 2,471 schools, 205 libraries, and 26 consortia. 

On 18 October 2021, the CISA, FBI and NSA released a cybersecurity advisory for BlackMatter ransomware 
cyber intrusions.3799 The cyber intrusions were targeting entities such as US food and agriculture 
organizations. The advisory included technical details, assessment and mitigation actions to deal with the risk. 

On 20 October 2021, the FCC announced that it will deploy USD554 million through the Rural Digital 
Opportunity Fund and provide broadband in 19 states.3800 The FCC is also working to ensure that the 
funding goes to qualified providers in areas that need broadband. 

On 20 October 2021, the CISA awarded USD 2 million to NPower and CyberWarrior, which are 
organizations working on the development of cyber workforce training programs.3801 This is a part of CISA’s 
mission to build the workforce of the future. The organizations work on underprivileged communities, 
veterans, military spouses, unemployed people and underemployed people. 

On 25 October 2021, the FCC committed an additional USD269 million to the Emergency Connectivity 
Fund Program.3802 The program received nearly USD1.3 billion in funding requests in the second application 
filing window. The funds will be used for connected devices and broadband connections. 

On 26 October 2021, the FCC announced the third set of projects selected for the Connected Care Pilot 
Program.3803 The program will support connected care technologies and services all over the US. It 
particularly focuses on low-income and veteran patients. 

On 28 October 2021, the CISA and NSA released cybersecurity guidance to build and configure secure cloud 
infrastructures to support 5G.3804 The release is part of the Enduring Security Framework’s four part series to 
provide cybersecurity guidance pertaining to high priority cyber threats to critical infrastructure. 

On 29 October 2021, the FCC approved 20 spectrum licenses for the Alaskan Native communities.3805 This 
allows underserved rural Tribal communities to use advanced wireless technologies. 

 

3798 Federal Communications Commission Commits Over $1.1 Billion In Second Funding Wave Of Emergency Connectivity Fund 

Program, Funding Over 2.4 Million Devices And 1.9 Million Broadband Connections, Federal Communications Commission 

(Washington) 12 October 2021. Access Date: 20 November 2021. https://www.fcc.gov/document/fcc-commits-another-11-

billion-emergency-connectivity-fund 
3799 Cybersecurity and Infrastructure Agency, Federal Bureau of Investigation and National Security Agency release BlackMatter 

ransomware advisory to help organizations reduce risk of attack, Cybersecurity and Infrastructure Security Agency (Washington) 

18 October 2021. Access Date: 20 November 2021. https://www.cisa.gov/news/2021/10/18/cisa-fbi-and-nsa-release-

blackmatter-ransomware-advisory-help-organizations-reduce 
3800 Federal Communications Commission Announces $554 Million For Broadband In 19 States Through Rural Digital Opportunity 

Fund Program, Federal Communications Commission (Washington) 20 October 2021. Access Date: 20 November 2021. 

https://www.fcc.gov/document/fcc-announces-554-million-broadband-19-states 
3801 Cybersecurity and Infrastructure Agency awards $2 million to bring cybersecurity training to rural communities and diverse 

populations, Cybersecurity and Infrastructure Security Agency (Washington) 20 October 2021. Access Date: 20 November 2021. 

https://www.cisa.gov/news/2021/10/20/cisa-awards-2-million-bring-cybersecurity-training-rural-communities-and-diverse 
3802 Federal Communications Commission Announces Nearly $1.3 Billion In Funding Requests Received In Emergency Connectivity 

Fund Program Second Application Filing Window, Federal Communications Commission (Washington) 25 October 2021. Access 

Date: 20 November 2021. https://www.fcc.gov/document/fcc-receives-13b-new-emergency-connectivity-fund-applications 
3803 Federal Communications Commission Announces Third Set of Projects Selected for the Connected Care Pilot Program, 

Federal Communications Commission (Washington) 27 October 2021. Access Date: 20 November 2021. 

https://www.fcc.gov/document/fcc-announces-36-newly-approved-connected-care-pilot-program-projects-0 
3804 National Security Agency and Cybersecurity and Infrastructure Agency provide cybersecurity for 5G cloud infrastructures, 

Cybersecurity and Infrastructure Security Agency (Washington) 28 October 2021. Access Date: 20 November 2021. 

https://www.cisa.gov/news/2021/10/28/nsa-and-cisa-provide-cybersecurity-guidance-5g-cloud-infrastructures 
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On 3 November 2021, the FCC authorized the Boeing Company to construct, deploy and operate a satellite 
constellation.3806 The satellite will provide broadband and communication services for commercial, 
governmental and residential use in the US and globally. 

On 8 November 2021, the FCC committed additional funding of over USD421 million through the 
Emergency Connectivity Fund Program.3807 The new funding will allow a total of 10 million students to be 
connected to reliable internet. 

On 10 November 2021, the FCC announced over USD700 million in funding for broadband through the 
Rural Digital Opportunity Fund.3808 The funding will provide broadband for over 26 states and ensure that 
qualified providers serve areas that require broadband. 

On 16 November 2021, the CISA released the Federal Government Cybersecurity Incident and Vulnerability 
Response Playbooks which provide federal civilian agencies with guidelines on responding to vulnerabilities and 
incidents.3809 This information will help federal agencies identify and recover from incidents and vulnerabilities. 

On 18 November 2021, the CISA and NSA published guidelines to mitigate cyber threats within 5G cloud 
infrastructure.3810 The guidance includes pod security such as avoiding resource contention and implementing 
real time threat detection. 

On 19 November 2021, the FCC proposed an enhanced competition incentive program to encourage 
licensees to lease, partition or disaggregate spectrum to small carriers and tribal nations.3811 The proposal also 
outlined incentives for licensees such as license term extensions and construction extensions. 

On 22 November 2021, the FCC announced additional program integrity measures for the Emergency 
Benefit Program enrollments.3812 The measures, based on the community eligibility provision, aim to 
strengthen program integrity. 

On 23 November 2021, the FCC committed over USD169 million to the Emergency Connectivity Fund.3813 
The funding provides support to over 500,000 students in 47 states. The funding will support 492 schools, 70 
libraries, and 10 consortia. They will receive over 135,000 broadband connections. 

 

3805 Federal Communications Commission Approves Additional 2.5 GHz Spectrum Licenses To Serve Alaska Native Communities, 

Federal Communications Commission (Washington) 29 October 2021. Access Date: 20 November 2021. 

https://www.fcc.gov/document/fcc-approves-spectrum-licenses-serve-alaska-native-communities 
3806 Federal Communications Commission Authorizes Boeing Broadband Satellite Constellation, Federal Communications 

Commission (Washington) 3 November 2021. Access Date: 20 November 2021. https://www.fcc.gov/document/fcc-authorizes-

boeing-broadband-satellite-constellation 
3807 Federal Communications Commission Commits Over $421 Million In Additional Funding Through Emergency Connectivity 

Fund Program, Federal Communications Commission (Washington) 8 November 2021. Access Date: 20 November 2021. 

https://www.fcc.gov/document/fcc-commits-421-million-additional-emergency-connectivity-funding 
3808 Federal Communications Commission Announces Over $700 Million For Broadband In 26 States Through Rural Digital 

Opportunity Fund, Federal Communications Commission (Washington) 10 November 2021. Access Date: 20 November 2021. 

https://www.fcc.gov/document/fcc-announces-over-700-million-broadband-26-states 
3809 Cybersecurity and Infrastructure Agency releases incident and vulnerability response playbooks to strengthen cybersecurity for 

federal civilian agents, Cybersecurity and Infrastructure Security Agency (Washington) 16 November 2021. Access Date: 20 

November 2021. https://www.cisa.gov/news/2021/11/16/cisa-releases-incident-and-vulnerability-response-playbooks-strengthen 
3810 Enduring security framework releases part II of security guidance for 5G cloud infrastructures, Cybersecurity and 

Infrastructure Security Agency (Washington) 18 November 2021. Access Date: 20 December 2021. 

https://www.cisa.gov/news/2021/11/18/enduring-security-framework-releases-part-ii-security-guidance-5g-cloud 
3811 Partitioning, Disaggregation, and Leasing of Spectrum, WT Docket No. 19-38, Further Notice of Proposed Rulemaking, Federal 

Communications Commission (Washington) 19 November 2021. Access Date: 20 December 2021. 

https://www.fcc.gov/document/fcc-proposes-enhanced-competition-incentive-program-0 
3812 Wireline Competition Bureau Announces Additional Program Integrity Measures for Emergency Benefit Program Enrollments 

Based on the Community Eligibility Provision, Federal Communications Commission (Washington) 22 November 2021. Access 

Date: 20 December 2021. https://www.fcc.gov/document/wcb-implements-ebb-program-integrity-measures-cep-enrollments 
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On 1 December 2021, Director of CISA Jen Easterly announced the appointment of 23 members to the 
Cybersecurity Advisory Committee.3814 The Committee will provide recommendations on policies, training 
and programs to improve cyber defense and grow the cyber workforce. 

On 16 December 2021, the FCC announced over USD1 billion for the Rural Digital Opportunity Fund.3815 
The funding will provide support for broadband in 32 states over 10 years. 69 broadband providers will 
provide broadband services to 518,088 locations in the 32 states. 

On 17 December 2021, the Bureau of Democracy, Human Rights, and Labor (DRL) announced a Request 
for Statement of Interest from organizations interested in potential funding from DRL.3816 DRL invites 
organizations to submit statement of interest applications and outline program concepts that work on 
protecting the “open, interoperable, secure and reliable” internet by promoting, among other initiatives, the 
free flow of information and digital safety. 

On 20 December 2021, FCC committed around USD603 million in additional Emergency Connectivity 
Funding.3817 The program will connect over 1.4 million students in all 50 states, Puerto Rico and the District 
of Columbia and may be used to support off-campus learning. 

On 22 December 2021, the CISA, FBI, NSA, Australian Cyber Security Centre (ACSC), Canadian Centre for 
Cyber Security (CCCS), Computer Emergency Response Team New Zealand (CERT NZ), New Zealand 
National Cyber Security Centre (NZ NCSC), and the United Kingdom’s National Cyber Security Centre 
(NCSC-UK) issued an advisory on vulnerabilities in the Apache Log4j software.3818 The advisory includes 
technical details and resources for potentially impacted organizations to address vulnerabilities. The advisory was 
issued in response to cyber threat actors exploiting vulnerabilities found in Java-based logging package Log4j. 

On 10 January 2022, the CISA published its Public Safety Communications Security white paper which 
explains the importance and basic elements of Communications Security (COMSEC).3819 The paper explains 
how to develop an effective strategy to prevent unauthorized persons from accessing sensitive and 
confidential information. 

 

3813 Federal Communications Commission Commits Over $169 Million in Additional Emergency Connectivity Fund Support, 

Federal Communications Commission (Washington) 23 November 2021. Access Date: 20 December 2021. 

https://www.fcc.gov/document/fcc-commits-over-169m-emergency-connectivity-funding 
3814 CISA names 23 members to new cybersecurity advisory committee, Cybersecurity and Infrastructure Security Agency 

(Washington) 1 December 2021. Access Date: 20 December 2021. https://www.cisa.gov/news/2021/12/01/cisa-names-23-

members-new-cybersecurity-advisory-committee 
3815 Federal Communications Commission Announces Over $1 Billion in Rural Digital Opportunity Fund Support for Broadband in 32 

States as Commission Continues To Clean Up Program, Federal Communications Commission (Washington) 16 December 2021. 

Access Date: 20 December 2021. https://www.fcc.gov/document/fcc-announces-over-1-billion-rural-broadband-support-32-states 
3816 Requests for Statements of Interest: DRL FY22 Internet Freedom Annual Program Statement, U.S Department of State 

(Washington) 17 December 2021. Access Date: 26 December 2021. https://www.state.gov/request-for-statements-of-interest-

drl-fy22-internet-freedom-annual-program-statement/ 
3817 Federal Communications Commission commits nearly $603M in additional emergency connectivity funding, Federal 

Communications Commission (Washington) 20 December 2021. Access Date: 26 December 2021. 

https://www.fcc.gov/document/fcc-commits-nearly-603m-additional-emergency-connectivity-funding 
3818 Cybersecurity and Infrastructure Agency, Federal Bureau of Investigation, National Security Agency and international partners 

issue advisory to mitigate apache log4k vulnerabilities, Cybersecurity and Infrastructure Security Agency (Washington) 22 

December 2021. Access Date: 26 December 2021. https://www.cisa.gov/news/2021/12/22/cisa-fbi-nsa-and-international-

partners-issue-advisory-mitigate-apache-log4j 
3819 The Cybersecurity and Infrastructure Agency has published its public safety communications security white paper, 

Cybersecurity and Infrastructure Agency (Washington) 10 January 2022. Access Date: 16 January 2022. 

https://www.cisa.gov/blog/2022/01/10/cybersecurity-and-infrastructure-security-agency-cisa-has-published-its-public-0 
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On 2 February 2022, the FCC announced its partnership with the Institute of Museum and Library 
Services.3820 The partnership will work on expanding broadband connectivity to tribal libraries by raising 
awareness about the E-Rate program. The E-Rate program will allow tribal libraries to use funds for 
broadband connectivity.  

On 9 February 2022, the CISA, FBI, NSA, ACSC and NCSC-UK issued an advisory on international ransomware 
threats.3821 The advisory includes mitigations to help networks reduce the risk of ransomware attacks.  

On 15 February 2022, the FCC adopted rules that would increase competition and transparency for tenants in 
apartment buildings.3822 Broadband providers can no longer enter into revenue sharing agreements with 
building owners. The rules provide more broadband choice to tenants.  

On 18 February 2022, the CISA published a catalog containing free public and private sector cybersecurity 
services.3823 The catalog promotes free cybersecurity services to encourage organizations to reduce 
cybersecurity risk.  

On 18 February 2022, the CISA released a CISA Insight document on preparation for and mitigation of 
foreign influence operations.3824 The Insight provides guidance to critical infrastructure operators and owners 
on identifying and mitigating risks on misinformation and disinformation operations.  

On 23 February 2022, the FCC committed USD86 million to the Emergency Connectivity Funding 
program.3825 The funding will support over 240,000 students with over 239,000 connected devices and 96,000 
broadband connections.  

On 26 February 2022, the CISA and FBI issued a joint advisory regarding WhisperGate and HermeticWiper 
malware.3826 The advisory provided guidance on detecting and protecting organizations from malware.  

On 28 February 2022, the FCC launched an inquiry to provide more secure communications networks. 
through updated internet routing techniques.3827 The Notice of Inquiry asked for comments on how to 
protect networks from Border Gateway Protocol vulnerabilities.  

 

3820 FCC Partners With Institute Of Museum And Library Services To Address Digital Divide On Tribal Lands, Federal 

Communications Commission (Washington D.C.) 2 February 2022. Access Date: 1 March 2022. 

https://www.fcc.gov/document/fcc-partners-imls-address-digital-divide-tribal-lands 
3821 CISA, FBI, NSA And International Partners Issue Advisory on Ransomware Trends from 2021, Cybersecurity and Infrastructure 

Agency (Washington D.C.) 9 February 2022. Access Date: 1 March 2022. https://www.cisa.gov/news/2022/02/09/cisa-fbi-nsa-

and-international-partners-issue-advisory-ransomware-trends-2021 
3822 FCC Adopts Rules To Give Tenants In Apartments And Office Buildings More Transparency, Competition And Choice For 

Broadband Service, Federal Communications Commission (Washington D.C.) 15 February 2022. Access Date: 1 March 2022. 

https://www.fcc.gov/document/fcc-acts-increase-broadband-competition-apartment-buildings-0 
3823 CISA launches new catalog of free public and private sector cybersecurity services, Cybersecurity and Infrastructure Agency 

(Washington D.C.) 18 February 2022. Access Date: 1 March 2022. https://www.cisa.gov/news/2022/02/18/cisa-launches-new-

catalog-free-public-and-private-sector-cybersecurity-services 
3824 CISA releases new insight to help critical infrastructure owners prepare for and mitigate foreign influence operations, 

Cybersecurity and Infrastructure Agency (Washington D.C.) 18 February 2022. Access Date: 1 March 2022. 

https://www.cisa.gov/news/2022/02/18/cisa-releases-new-insight-help-critical-infrastructure-owners-prepare-and-mitigate 
3825 FCC Commits Another $86 Million In Emergency Connectivity Funding To Support Students And Libraries And Help Close The 

Homework Gap, Federal Communications Commission (Washington D.C.) 23 February 2022. Access Date: 1 March 2022. 

https://www.fcc.gov/document/fcc-commits-another-86m-emergency-connectivity-funding 
3826 CISA and FBI publish advisory to protect organisations from destructive malware in Ukraine, Cybersecurity and Infrastructure 

Agency (Washington D.C.) 26 February 2022. Access Date: 1 March 2022. https://www.cisa.gov/news/2022/02/26/cisa-and-fbi-

publish-advisory-protect-organizations-destructive-malware-used 
3827 FCC launches Inquiry into Internet Routing Vulnerabilities, Federal Communications Commission (Washington D.C.) 28 February 

2022. Access Date: 20 March 2022. https://www.fcc.gov/document/fcc-launches-inquiry-internet-routing-vulnerabilities 
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On 7 March 2022, the FCC committed around USD64 million to the Emergency Connectivity Fund 
program.3828 The funding will provide broadband services and devices to students in central Maine, Puerto 
Rico, Alaska, California and South Carolina to support off-campus education.  

On 10 March 2022, the FCC announced USD640 million to fund new broadband deployments.3829 The Rural 
Digital Opportunity Fund would bring the service to 250,000 locations in 26 states.  

On 16 March 2022, the FCC opened a proceeding on preventing and eliminating digital discrimination.3830 
The Notice asked for comments on promoting equal access to broadband, the rules the Commission should 
adopt, the data the Commission should rely on and how the Commission should incorporate digital 
discrimination complaints in its complaint process. 

On 4 April 2022, the Department of State announced that the Bureau of Cyberspace and Digital Policy 
(CDP) would begin operations on that same day.3831 The CDP includes three policy units: the International 
Cyberspace Security unit (ICS), the International Information and Communications Policy unit (ICP) and the 
Digital Freedom unit (DFU). The ICS promotes cyberspace stability and security, the ICP promotes secure 
networks and a connected digital economy and the DFU supports platform regulation and human rights.3832 

On 19 April 2022, the FCC committed USD37 million in Emergency Connectivity Funding.3833 The funding will 
support over 170 schools, 30 libraries and four consortia. The funds can be used for off-campus learning support. 

On 21 April 2022, the FCC voted to open a proceeding on promoting efficiency in spectrum use.3834 The 
notice will investigate the role of receiver performance in promoting more efficient spectrum use. Improved 
receiver performance will improve wireless communications which depend on radio frequency systems to 
transmit radio signals. The FCC plans on laying the foundation to create an improved radio frequency 
environment for spectrum users. 

On 28 April 2022, the United States government launched the Declaration for the Future of the Internet with 
60 partner countries.3835 The Declaration commits to promoting an open internet that respects privacy and 
human rights, advances the free flow of information, promotes trust in the digital ecosystem and supports 
freedom and innovation. The Declaration also aims to promote affordable internet connectivity. 

 

3828 The Federal Communications Commission is committing $63,613,404 in the 11th wave of Emergency Connectivity Fund 

program support, helping to close the Homework Gap, Federal Communications Commission (Washington D.C.) 7 March 2022. 

Access Date: 20 March 2022. https://www.fcc.gov/document/fcc-commits-nearly-64m-emergency-connectivity-funding 
3829 The Federal Communications Commission is ready to authorize more than $640 million through the Rural Digital Opportunity 

Fund, Federal Communications Commission (Washington D.C.) 10 March 2022. Access Date: 20 March 2022. 

https://www.fcc.gov/document/fcc-announces-over-640-million-rural-broadband-26-states 
3830 Implementing the Infrastructure Investment and Jobs Act: Prevention and Elimination of Digital Discrimination, Federal 

Communications Commission (Washington D.C.) 17 March 2022. Access Date: 20 March 2022. 

https://www.fcc.gov/document/fcc-initiates-inquiry-preventing-digital-discrimination 
3831 Establishment of the Bureau of Cyberspace and Digital Policy, US Department of State (Washington D.C.) 4 April 2022. Access 

Date: 10 May 2022. https://www.state.gov/establishment-of-the-bureau-of-cyberspace-and-digital-policy/ 
3832 CDP Policy Units, US Department of State (Washington D.C.) n.d. Access Date: 10 May 2022. https://www.state.gov/about-us-

bureau-of-cyberspace-and-digital-policy/ 
3833 FCC Commits $37 Million In Emergency Connectivity Fund Support For Schools And Libraries, Federal Communications 

Commission (Washington D.C.) 19 April 2022. Access Date: 25 April 2022. https://www.fcc.gov/document/fcc-commits-37m-

emergency-connectivity-funding 
3834 Promoting Efficient Use of Spectrum through Improved Receiver Interference Immunity Performance, Federal 

Communications Commission (Washington D.C.) 21 April 2022. Access Date: 25 April 2022. https://www.fcc.gov/document/fcc-

launches-proceeding-promoting-receiver-performance-0 
3835 FACT SHEET: United States and 60 Global Partners Launch Declaration for the Future of the Internet, The White House 

(Washington D.C.) 28 April 2022. Access Date: 10 May 2022. https://www.whitehouse.gov/briefing-room/statements-

releases/2022/04/28/fact-sheet-united-states-and-60-global-partners-launch-declaration-for-the-future-of-the-internet/ 
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On 5 May 2022, President Biden signed the Better Cybercrime Metrics Act.3836 The Act sets out requirements 
for improving the “collection of data related to cybercrime and cyber-enabled crime.” 

On 9 May 2022, President Biden and Vice President Harris announced that they secured investments from 20 
leading internet providers that would lower the cost of high-speed internet for millions of Americans.3837 
Households will receive reduced internet service costs or internet access at no cost. 

On 13 May 2022, Commerce Secretary Gina M. Raimondo announced the launch of the Internet for All 
initiative, which will invest USD45 billion to provide reliable and affordable internet for all Americans by 
2030.3838 The initiative aims to ensure that all Americans have access to technology that will allow them to 
promote their health, start a business and fully participate in society. 

The United States has fully complied with its commitment to preserve an open, interoperable, reliable and 
secure internet, one that is unfragmented, supports freedom, innovation and trust which empowers people. 
The US took steps to provide unrestricted access to the internet by reaching tribal communities, students in 
need and collaborated with Boeing to provide internet access globally. The US also took steps to strengthen 
cyber defense and set up innovation zones for research purposes. The US granted spectrum licenses, 
increased broadband access to rural areas, aided Alaskan communities and empowered small carriers and 
tribal nations by incentivizing licensees to lease spectrum. 

Thus, the United States receives a score of +1. 

Analyst: Sarah Nasir 

European Union: +1 
The European Union has fully complied with its commitment to preserve an open, interoperable, reliable and 
secure internet that is unfragmented, supports freedom, innovation and trust which empowers people. 

On 19 July 2021, the EU assessed and exposed malicious cyber activities that affected the EU’s economy, 
security, democracy and society after hackers compromised and exploited the Microsoft Exchange server.3839 
Other cyber activities that targeted government institutions and political organizations were also identified. 
The activities were linked to hacker groups and had been conducted from the territory of China. The EU 
urged Chinese authorities to implement measures to investigate the situation. 

On 28 July 2021, the European Data Protection Board (EDPB) requested the Irish Supervisory Authority (IE 
SA) to amend its draft decision regarding transparency infringements.3840 The EDPB adopted a dispute 
resolution decision which addresses the dispute following a draft decision issued by the IE SA regarding 
WhatsApp Ireland Ltd. The EDPB identified breaches of articles by the IE AS and believed the IE SA 

 

3836 Bills Signed: S. 233 and S. 2629, The White House (Washington D.C.) 5 May 2022. Access Date: 10 May 2022. 

https://www.whitehouse.gov/briefing-room/legislation/2022/05/05/bills-signed-s-233-and-s-2629/ 
3837 FACT SHEET: President Biden and Vice President Harris Reduce High-Speed Internet Costs for Millions of Americans, The White 

House (Washington D.C.) 9 May 2022. Access Date: 9 June 2022. https://www.whitehouse.gov/briefing-room/statements-

releases/2022/05/09/fact-sheet-president-biden-and-vice-president-harris-reduce-high-speed-internet-costs-for-millions-of-americans/ 
3838 Biden-Harris Administration Launches $45 Billion “Internet for All” Initiative to Bring Affordable, Reliable High-Speed Internet 

to Everyone in America, US Department of Commerce (Washington D.C.) 13 May 2022. Access Date: 9 June 2022. 

https://www.commerce.gov/news/press-releases/2022/05/biden-harris-administration-launches-45-billion-internet-all-initiative 
3839 China: Declaration by the High Representative on behalf of the European Union urging Chinese authorities to take action 

against malicious cyber activities undertaken from its territory, European Council (Brussels) 19 July 2021. Access Date: 20 

November 2021. https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-

representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/ 
3840 European Data Protection Board requests that Irish SA amends WhatsApp decision with clarifications on transparency and on 

the calculation of the amount of fine due to multiple infringements, European Data Protection Board (Brussels) 2 September 

2021. Access Date: 20 November 2021. https://edpb.europa.eu/news/news/2021/edpb-requests-irish-sa-amends-whatsapp-

decision-clarifications-transparency-and_en 
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should amend its draft decision pertaining to the infringements of transparency, calculation of fine and period 
for the order to comply. 

On 27 September 2021, the EDPB set up a taskforce in response to complaints concerning cookie banners 
filed with several European Economic Area (EEA) SAs.3841 The task force will streamline communication 
between SAs and exchange views on legal analysis and potential infringements. 

On 18 October 2021, the EDPB launched the proposal for its first coordinated action on the use of Cloud 
based services by the public sector.3842 SAs work on certain topics at the national level and the results of the 
actions will be analyzed for deeper insight on the topic, which will allow for a more targeted follow-up at the 
national and EU level. 

On 13 October 2021, the EDPB adopted the final version of Guidelines on the restrictions of data subject 
rights under Article 23 GDPR following a public consultation.3843 The guidelines provide a thorough analysis 
of criteria to apply restrictions and how data subjects can exercise their rights.3844 

On 19 October 2021, the European Commission proposed the Cyber Resilience Act.3845 The Act will 
establish common cybersecurity standards, provide EU-wide broadband connectivity and secure independent 
communications to member states. 

On 20 October 2021, the European Parliament called for the extension of the EU’s roam like at home policy, 
which ensures that Europeans can continue to use mobile data anywhere in the EU at no extra cost.3846 The 
new legislation will extend the policy for another ten years and ensure that networks with equivalent speed 
and quality to those they would use at home are available to travelers. 

On 28 October 2021, the Industry Committee adopted a new draft legislation that would set stricter cybersecurity 
obligations.3847 The legislation would require EU members to take stricter supervisory and enforcement measures 
in digital infrastructure, health and banking sectors. Important sectors such as postal services would also be 
protected by the new law. The legislation calls for stricter risk management, reporting obligations and information 
sharing to protect against cybercrime and make the EU “a safe place to work and do business.” 

On 20 November 2021, The European External Action Service (EEAS) and the Ombudsperson for Children 
Office in Mauritius published a leaflet on key actions to fight online child sexual abuse.3848 The EEAS also 
produced a video clip that will be broadcast on national television in Mauritius to spread awareness to 
children, teachers and parents on the dangers of the internet. 

 

3841 European Data Protection Board establishes cookie banner task force, European Data Protection Board (Brussels) 27 September 

2021. Access Date: 20 November 2021. https://edpb.europa.eu/news/news/2021/edpb-establishes-cookie-banner-taskforce_en 
3842 European Data Protection Board launches first coordinated action, European Data Protection Board (Brussels) 18 October 

2021. Access Date: 20 November 2021. https://edpb.europa.eu/news/news/2021/edpb-launches-first-coordinated-action_en 
3843 Guidelines 10/2020 on restrictions under Article 23 GDPR, European Data Protection Board (Brussels) n.d. Access Date: 30 

January 2022. https://edpb.europa.eu/system/files/2021-10/edpb_guidelines202010_on_art23_adopted_after_consultation_en.pdf 
3844 European Data Protection Board adopts Guidelines on restrictions of data subject rights under Article 23 GDPR following 

public consultation, European Data Protection Board (Brussels) 19 October 2021. Access Date: 20 November 2021. 

https://edpb.europa.eu/news/news/2021/edpb-adopts-guidelines-restrictions-data-subject-rights-under-article-23-gdpr_en 
3845 2022 Commission Work Programme: Making Europe stronger together, European Commission (Brussels) 19 October 2021. 

Access Date: 20 November 2021. https://ec.europa.eu/commission/presscorner/detail/en/ip_21_5246 
3846 Roam like at home: Parliament backs roaming extension, European Parliament (Strasbourg) 20 October 2021. Access date: 20 

November 2021. https://www.europarl.europa.eu/news/en/headlines/society/20211015STO15005/roam-like-at-home-

parliament-backs-roaming-extension 
3847 Cybersecurity: Members of European Parliament strengthen EU-wide requirements against threats, European Parliament 

(Strasbourg) 28 October 2021. Access date: 20 November 2021. https://www.europarl.europa.eu/news/en/press-
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3848 RIGHTS OF THE CHILD: Protecting our children online, European Union Action Service (Brussels) 20 November 2021. Access Date: 20 

December 2021. https://eeas.europa.eu/headquarters/headquarters-homepage/107585/rights-child-protecting-our-children-online_en 
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On 3 December 2021, the European Council agreed on its position to replace the Network and Information 
Systems (NIS) directive with the NIS2 directive, which will set the baselines for reporting obligations and 
cyber security risk management measures.3849 Once adopted, the NIS2 will improve incident response 
capacities of the public and private sectors. 

On 14 December 2021, the European Parliament Internal Market and Consumer Protection Committee 
adopted the Digital Services Act (DSA).3850 The DSA creates safer online platforms by protecting 
fundamental rights online.3851 The DSA includes new rules to tackle illegal content through a ‘notice and 
action’ mechanism and safeguards.3852 It aims to prevent the spread of harmful content through algorithms by 
making sure platforms are transparent about the way algorithms work. They will be required to carry out risk 
assessments and take risk mitigation measures. Digital service recipients on large online platforms will also 
have the right to seek compensation for damages resulting from platforms not respecting their obligations. 

On 14 December, the European Parliament passed the Digital Markets Act (DMA).3853 The proposal was 
adopted by the Internal Market and Consumer Protection Committee in November.3854 The DMA levels the 
playing field for all digital companies irrespective of size.3855 The major companies of gatekeepers will be 
identified and will have to refrain from imposing unfair conditions on businesses and consumers.3856 The 
gatekeepers may also be restricted from making acquisitions. 

On 16 December 2021, the European Commission adopted the Work Programme for the Connecting 
Europe Facility (CEF Digital).3857 The European Commission will provide more than EUR1 billion in 
funding for the actions of CEF Digital. These actions include deploying 5G across the EU, fostering public 
and private investments, upgrading existing networks and implementing digital connectivity infrastructures. 

 

3849 Strengthening EU-wide cybersecurity and resilience – Council agrees its position, European Council (Brussels) 3 December 

2021. Access Date: 20 December 2021. https://www.consilium.europa.eu/en/press/press-releases/2021/12/03/strengthening-

eu-wide-cybersecurity-and-resilience-council-agrees-its-position/ 
3850 Digital Services Act: a safer online space for users, stricter rules for platforms, European Parliament (Strasbourg) 14 

December 2021. Access Date: 25 December 2021. https://www.europarl.europa.eu/news/en/press-

room/20211210IPR19209/digital-services-act-safer-online-space-for-users-stricter-rules-for-platforms 
3851 EU Digital Markets Act and Digital Services Act explained, European Parliament (Strasbourg) 14 December 2021. Access Date: 
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On 23 February 2022, the European Commission issued a proposal for the Data Act, which governs who can 
use and access data.3858 The new rules would enable users to get access to data generated by them, protect 
users from unlawful data transfer, protect small to medium enterprises from unfair contractual terms and 
allow the public sector easier access to data managed by the private sector. 

On 24 February 2022, the EDPB adopted a letter pertaining to the Second Additional Protocol to the 
Cybercrime Convention.3859 The letter called for the protection of personal data being transferred to third 
countries to meet the standards of EU protection and suggested that EU service providers should not be 
directly requested by third country authorities to disclose certain data. 

On 25 February 2022, the European Commission launched a EUR3.2 billion investment package that 
included projects to develop rural broadband infrastructure.3860 The projects would help increase internet 
access across the Western Balkans. 

On 9 March 2022, the European Parliament adopted its final proposals to build resilience to foreign 
interference via disinformation on online platforms.3861 The report recommends raising awareness, increasing 
digital literacy, intelligence sharing, creating a database for foreign interference incidents and earmarking 
funding for independent fact checkers. 

On 15 March 2022, the EDPM adopted Guidelines on “dark patterns in social media platform interfaces.”3862 
The guidelines attempt to guide user behavior on social media and help users assess and avoid dark patterns 
that could potentially lead to unintended and possibly harmful decisions related to their personal data. 

On 23 April 2022, the European Parliament and Council reached a political agreement on the DSA.3863 The 
agreement’s measures will ensure algorithmic accountability by mandating online platforms to provide access 
to algorithms to the European Commission. The measures empower users by ensuring swift removal of 
illegal content, protection of fundamental rights, protection for victims of cyber violence, transparency about 
how content is recommended to users, protection of minors from targeted advertising and prohibition of 
dark patterns to manipulate user choices.  
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On 13 May 2022, the European Council and Parliament agreed on the NIS2 Directive, which outlines 
measures meant to improve cybersecurity across the EU.3864 The directive requires energy, transport and 
financial firms to assess their cybersecurity risk and take measures to counter those risks. 

The European Union has fully complied with its commitment to preserve an open, interoperable, reliable and 
secure internet that is unfragmented, supports freedom, innovation and trust which empowers people. The 
EU took steps to increase access to the internet through broadband connectivity advancement and enhanced 
cyber security measures and streamlined communication between businesses. The EU also empowered 
internet users and businesses by mandating more transparency from online platforms. 

Thus, the European Union receives a score of +1. 

Analyst: Sarah Nasir 
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